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ABSTRACT--- Most of the countries and organizations were 

implementing Enterprise Risk Management or known as ERM as 

it is already been introduced many years ago because it gives 

positive contributions towards the performance. It is also a way to 

help organizations manage the risks to achieving better results. 

About ten years ago, it has been implemented in Malaysia and 

being recommended to use it as a tool in an organization in order 

to recover the potential risks. ERM is regarded as an effective 

risk management technique and rapidly becomes the standard of 

best practice. Therefore, the variables that will affect the ERM 

implementation in an organization should be taken into account. 

Hence, this paper aim to propose a framework that will explains 

the relationship between network capacity and organization’s 

performance. This relationship will be mediated by ERM 

implementation and this paper will be focusing on Malaysian 

Public Higher Education, which are 20 institutions that listed 

under the Ministry of Higher Education (MOHE). 

Index Terms — Educational institution, enterprise risk 

management, knowledge management, network capacity. 

I. INTRODUCTION 

Higher education is one of the platforms for the people in 

order to explore new knowledge, to develop new ideas and 

to transform an innovation into business, industry and 

community. However, it is further stated that the 

development and implementation of a sustainable and 

practical corporate risk management such as ERM in order 

to tackle the risk that involved during that process is still far 

behind industry and business. In 2003, the risk management 

report in higher education was released by National 

Association of College and University Business Officers 

(NACUBO). This report gives an encouragement to the 

higher education in order for them to implement the 

practical risk management programs which is ERM [51]. 

Furthermore, it is stated that risks also arise in higher 

education and they should take risks into account as part of 

their strategic planning. Therefore, they have to discuss 

further about ERM so that they can gain deep understanding 

and must start to implement it in their institutions [6]. This 

is also been strongly recommended by the leading higher 

education associations in 2007, which are NACUBO and 
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University Risk Management and Insurance Association 

(URMIA). This is because ERM can help in dealing and 

managing with the key areas of risk which will lead to 

achievements of their objectives [19], [51]. It can thus 

reduce the risks, so that the specific organizational 

performance can be met [55]. 

However, in Netherlands, their higher education still does 

not have a policy of integrated risk management [19]. 

Meanwhile, during 2011, in order to gain an autonomy 

status, the organized risk management has to be 

implemented in public higher education in Malaysia. This is 

the terms and conditions that has been set up by the 

University Good Governance Index (UGGI). Therefore, in 

2018, the last six of 20 public universities in Malaysia were 

finally granted autonomy status by the Ministry of 

Education. Before that, 14 public universities have already 

acquired their respective autonomous status [31]. However, 

this autonomous status will cause these universities to 

compete intensively in the higher education market, which 

will result the increasing of an exposure to multi-

dimensional risks [33]. 

Multidimensional risks involve uncertainty of government 

funding, growth of postgraduate students and severe 

competition for quality of international student [33]. This 

poses a major threat for universities to examine a practical 

framework for risk management and also performance of 

organization. However, there is still little literature about the 

practices of risk management that related to higher 

education although there is an abundance of literature on 

risk management [51]. 

Nevertheless, risk management has been established 

during the late 1940s and early 1950s as a part of process of 

decision-making. During that time, risk management was 

practiced in a traditional way which the risks were being 

handled individually and not having the connection towards 

each of risks. Meanwhile, ERM is concerning on 

maximizing the risk-taking process [25]. 

Hence, nowadays, most of the organizations were 

applying the concept of ERM in order to tackling with risks 

effectively and efficiently [16], [23], [47], [48]. ERM is an 

approach of identifying, assessing and prioritizing the risk in 

order to manage the uncertainties that exist in an 

organization. As a result, both academics and practitioners  
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show a significant interest towards the performance 

measurement of an organization [48]. 

Thus, most of organizations would ensure that the 

measurement of performance must be done comprehensively 

and systematically [39]. This is because, their aim is to 

improve the performance so that they can attract the investor 

and their relationship with the stakeholders will be 

maintained. This can be supported by previous study, which 

stated that in order to attract the investors and to increase the 

market share, it is vital for an organization to have a well 

performance and good record of business performance [34]. 

However, nowadays, risks have become the key factor in all 

strategic planning and decisions of the business. Therefore, 

risk management has received significant interest by many 

organizations and stakeholders [21]. 

Besides, the argument in which performance of 

organizations will improve by using the ERM has gained 

significant support [18]. This paper will be supported in the 

knowledge management components which will enable an 

organization to improve performance by implementing 

ERM [15], [24], [35]. In addition, there was very little study 

that has conducted on ERM implementation particularly in 

Malaysian public higher education.  

Therefore, in order to fill the gap, this paper aims to 

propose a framework that will enhance the understanding 

towards ERM implementation by investigating the extent of 

ERM implementation among Malaysian Public Higher 

Education. This paper will be focusing on the network 

capacity that extracted from Knowledge Management 

components by [15]. Hence, the objectives of this paper are: 

1) To examine the extent of ERM implementation among 

public higher education. 

2) To establish the relationship between network 

capacity and public higher education’s performance. 

3) To investigate the effect of mediating of ERM 

implementation on network capacity and public higher 

education’s performance. 

II. LITERATURE REVIEW 

A. Definition Enterprise Risk Management 

Even though, there are various definitions of ERM from 

[9], [13], [22]. However, it is usually defined by COSO 

(Committee of Sponsoring Organizations of the Treadway 

Commission) in 2004: 

“A process which involving the board of directors, 

management and other personnel. It is applied in strategy 

setting and across the enterprise in order to identify 

unfavourable events that may affect the organization, 

manage risk to be within its risk appetite, and to provide 

reasonable solution which in line with the organization’s 

objectives”. 

There are three important attributes based on the various 

definitions of ERM, which are ERM must handle all business 

units, ERM must include all types of risk, and ERM must in 

line with the organization's objectives and strategy [1]. 

Enterprise Risk Management (ERM) is an approach 

which is different from the silo or traditional approach. It is 

a holistic approach in order to identify the potential risks 

that encountered by an organization and also to select 

appropriate responses that match the risk appetite of the 

organizations [18]. 

B. Network Capacity and Organizational Performance 

Network capacity is defines as the highest number of 

users that the network can support while maintaining the 

quality of the network services of each user [50]. 

Various studies indicate that organizations can attain the 

valuable resources and improve their performance through 

networks [10], [17], [27], [42], [43]. This is because it was 

further stated that networks are one of the platforms to 

identify opportunities that the organization can easily 

achieve [46]. Meanwhile, the connection between network 

and organizational performance has been investigated by 

[7], [20], [32]. Moreover, the business partners or investors 

will see organization with valuable resources as an 

opportunity for them, which in turn improve the 

performance of organizations [8]. 

Nevertheless, networking and network management is 

important and helpful in addressing ambitious, complex, 

multi-resource policies or organizational demands [37], 

[40]. This can be supported by [40], who stated that network 

activity allows organizations to reduce transaction costs and 

gain resources and power. In addition, networks also 

promote group learning and building strategy [2]. Previous 

researchers have consistently shown that networking issues 

are positively affecting the performance outcomes [3], [29], 

[30], [38]. Therefore, this study proposing the following 

hypothesis: 

H1: There is a positive relationship between network 

capacity and performance of public higher education. 

C. Network Capacity and Enterprise Risk Management 

There are three elements to create knowledge relevant to 

ERM within an organization which are transferring the 

knowledge (tacit to explicit) and vice versa [36]; 

understanding the production of the knowledge [11], [53] 

and organizing the risk knowledge [54]. All of these 

elements are related to the ability of the network to connect 

people for mobilization of knowledge. 

Furthermore, network support for web portals can be a 

good platform for sharing risk knowledge, as sometimes 

there are language difficulties associated with risk within 

organizations. Hence, networking in organizations can 

enable the expertise to solve various problems that arise in 

organizations [13], [44], [52]. It is further stated that 

network support for web portals is one of the platforms that 

are vital to risk management and enable users to use the 

search process effectively because they may not be able to 

search effectively at times whenever there is a lot of 

available knowledge, such as risk management [4], [45]. 

In addition, consolidating and integrating internal 

information, reporting, risk reduction data in organizations 

[28], [44], and enhancing web services [5] can also contribute 

to a better sharing of risk knowledge. In order to respond to 

risk threats, an information management is needed [49]. 

Besides, network capacity to connect people within the 

organization could be an advantage in implementing ERM  
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[14]. Therefore, this study proposing the following 

hypothesis: 

H2: There is a mediating effect of implementation of 

ERM on network capacity and performance of public higher 

education. 

III. A PROPOSED FRAMEWORK 

This paper will investigate the extent of implementation 

of ERM among Malaysian Public Higher Education. 

Based on the literature, there are eight components 

identified under Knowledge Management by [15], [41] that 

contribute to the extent of implementation of ERM in 

organization. These eight components include the network 

capacity. Hence, this paper will analyze the relationship 

between network capacity and performance of organization 

and also the effect of mediating of Enterprise Risk 

Management on this relationship. 

The proposed framework for the research is shown in  

Fig. 1. 

 

 
Fig. 1. Conceptual framework 

IV. METHODOLOGY & RESULTS 

A. Sample and Data Collection Method 

The target population for this study is Malaysian public 

higher education. The unit of analysis will be a list of all 20 

of Malaysian public higher education. (n=20) which listed 

under Ministry of Higher Education [31]. The questionnaire 

will be adapted from previous studies which used a five-

points Likert scale, therefore in order to be consistent and to 

make a comparison of the findings, this study also will be 

used a five-points Likert scale. The questionnaire then will 

be distributed to top manager, risk manager and internal 

audit since they are the person that responsible for enterprise 

risk management implementation in organizations. 

B. Instrument of Study 

Instrument that will be used in this study is structured 

questionnaires. The questionnaire of this study will be 

adapted from the previous studies as shown in Table 1. 

Table 1: Development measures of variables 

Variables Sources Likert Scale 

Network Capacity [41] 5-points 

Enterprise Risk 

Management 

[26] 5-points 

Organizational 

Performance 

[33] 5-points 

V. CONCLUSION 

In conclusion, the aim of this paper is to propose a 

framework which will explain the effect of mediating of 

ERM implementation on network capacity in Malaysian 

public higher education. This paper suggested one of the 

components under Knowledge Management which are 

network capacity which will influences the extent of ERM 

implementation and organizations’ performance. Under the 

proposed framework, two hypotheses have been developed 

and have to be empirically tested. The purpose of this paper 

is to add value to the knowledge that is limited in the area of 

ERM. This paper will also give relevant government 

agencies an insight into formulating new policies or 

strategies on issues related to ERM in Malaysia. 
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