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Abstract

In the cyber-security context, tunneling systems are exploited to bypass network restrictions to com-
municate outside of the targeted perimeter, without being detected. Such attacks represent a serious
threat for the victim network, as they exploit legitimate protocols, encapsulating malicious payloads.
In this paper, we design a tunneling architecture based on Short-Message-Service (SMS) and evalu-
ate the possibility to adopt such communication medium for tunneling purposes. In order to evaluate
the feasibility to set up an efficient SMS tunneling system, we perform some simulations, by varying
both the payload size (from 10 Bytes to 1 MegaByte) and the SMS sending rate (up to 60 SMSs per
minute). Results allow us to model the performance of a tunneling system, in terms of sending time.
We derive indeed the underlying reference model through a mathematical analysis on the collected
data. Results show that overall performance increases for an SMS sending rate greater or equal to 10
SMSs per minute, regardless of the message size.
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1 Introduction

Mobile technologies are undergoing a huge expansion today and the related market is expected to con-
stantly grow in the next year Mobile devices play an essential role in people’s daily life, with many
different mobile services available at low cost.

Many security issues emerged over the years, due to such technological advancements [23} [5]]: as
an example, a well-known phone company has recently declared that private and technical data have
been stolen from users’ SIM card This is just an example of data exfiltration [33]], which consists
in stealing sensitive information through various forms of cyber-attacks. Considering data exfiltration
attacks, covert channels establish secret communications in a hidden and malicious way [19].

In this context, Lampson [16] first introduced and defined covert channels in 1973, as communication
channels “not intended for information transfer at all”. Later, Simmons made use of the well-known
Prisoner Problem to describe the logic behind a covert channel [29]: prisoners Alice and Bob want to
communicate to agree on an escape plan, but there’s a warden, Wendy, who monitors all the messages.
If Wendy discovers suspicious messages, she will place Alice and Bob into solitary confinement, so their
escape plan will vanish. To bypass Wendy’s control, Alice and Bob must exchange innocuous messages
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(overt channel) containing hidden information (covert channel) [35]]. Alice and Bob can be two nodes in
a network that communicate exploiting different protocols.

There are many ways to classify covert channels: for example, they can be categorized according to
the distinct Open System Interconnection (OSI) layers [9] or on the basis of the mechanism over which
they’re constructed. Secret data can be encapsulated into header fields of network and transport layers
protocols (i.e. IP, TCP, ICMP), either by header bit modulation (e.g. unused header bits, TCP ISN
field, checksum field, address fields, etc.), header bit crafting (e.g. header extension, padding, IP ID and
Fragment Offset) or optional header extension [10].

An alternative technique, also adopted in this manuscript, consists in payload tunneling [36]], that
means embedding a forbidden protocol into the payload of an allowed one, such as IP over ICMP, SSH
over HTTP, UDP/TCP over HTTP. Moreover, it is possible to employ headers of the application layer
protocols, such as HTTP or DNS [36]. Covert channels described above are known as covert storage
channels (CSC). In contrast, covert timing channels (CTC) are based on concealing information by mod-
ulating packet timing parameters [31]. Recent studies proposed covert channels in the field of mobile
vocal calls belonging to CTC category, exploiting VOLTE (VoIP over LTE) Protocol [37] and VoIP [27]].
In both works, covert data is hidden into silent periods of the voice signal.

Therefore, covert channels are a broad category of data exfiltration attacks, that may be perpetrated
in many different ways: tunneling systems can be considered as a sub-category of covert channels, where
the attacks involve the usage of network protocols payload. In this paper, we study the feasibility of a
novel tunneling system based on CSC, in which application data are carried inside of Short-Message-
Service (SMS) payloads. From the viewpoint of the proposed system, mobile devices become instru-
ments used by the attacker. The current work represents an extension of [22]], introducing performance
optimization and discussing possible behaviors in function of the maximum number of SMS the network
is able to send within a given amount of time.

Although covert channels affecting mobile networks can already be found in literature (see, e.g.,
[37, 28]), to the best of our knowledge, SMS messages are not exploited, while they can represent a
new type of covert channel. Nevertheless, setting up a tunneling system based on SMSs is not trivial,
due to the characteristics of the transmission medium (the SMSs) itself. A typical scenario where the
proposed system could fit is represented by an insider threat [12]], where the insider (i.e. a member of
an organization who wants to secretly communicate outside) could make misuse of mobile devices to
bypass his/her organization network by exploiting the proposed SMS tunneling scheme, thus exposing
the organization to serious damages, such as the leak of sensitive information and data.

The remaining of the paper is structured as follows: Section [2]reports the related works on the topic,
while Section [3] describes the concept idea of the proposed innovative covert channel. Instead, Sec-
tion 4] reports our simulation-based testing and the subsequent mathematical analysis. Finally, Section 3]
concludes the paper and reports further work on the topic.

2 Related Work

In the era of mobile technologies outbreak, users tend to make a massive use of their mobile devices,
often without being aware of the risks they may encounter. This has paved the way to many works on
cyber-security in the mobile field.

A lot of research has been done recently ([30], [211],[15]], [26], [7]) to survey different vulnerabili-
ties, threats and attacks affecting mobile devices and their Operating Systems. Some attacks address the
victim device itself (such as viruses, spyware, Trojan, rootkit etc), while others eavesdrop the communi-
cation between different mobiles for information leakage (as for the case of Man-In-The-Middle attack)
[30]. In the SMS context, some attacks exploit SMSs for data exfiltration, e.g. Smishing (phishing via
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SMS) attack [21], that consists in stealing information by sending apparently innocuous SMSs to the
users.

In another work ([34]]), SMS interception and manipulation attacks are presented, where attackers
disguise as SMSC and make use of fake MSC to identify the victim, with the aim of receiving, storing,
modifying all its SMSs and then forward these messages to the recipient.

SMSs are now widely adopted for two-factors authentication, even if they’re not so secure, as demon-
strated in [[13]]. In this work, three methods to intercept SMSs are presented: GSM traffic capture; getting
access to Signalling System No. 7 (SS7) architecture and exploiting its protocols (like CAMEL) flaws;
SIM swapping, which consists in porting a user’s SIM card by fooling mobile operators, so that the
attacker receives all its data.

Regarding the Global System for Mobile Communication (GSM) network, a second generation stan-
dard for cellular networks that reached 90% of market share by 2017 [[11], only a few works explored
the possible exploitation of SMS protocols to achieve covert channels. The author in [25] developed a
system to embed secret information inside SMS User Data Header redundant fields, in such a way that
an independent warden (recalling Simmons’s Prisoner Problem [29]) can mistake the SMS as normal.

A thesis work illustrated how to secretly exchange data through SMSs [14]: the aim of this study was
to develop a system able of transmitting SMS messages from an Android device without the end user
acknowledgement. This was achieved by using an Android application able to covertly transmit SMSs
and a network node able to receive them; in particular, OpenBTS and SMSqueue softwares were used to
establish a GSM network and manage SMS routing, acting like a SMSC.

Besides the SMS-based approaches mentioned so far, secret information can be hidden directly in
text messages (or other media): this method is known as steganography. Different works have intro-
duced different methodologies to perform steganography: as an example, secret data may be hidden in
text manipulations (like abbreviations, blank spaces, synonyms and acronyms [[18]) or into the widely
used emoticons [24]]. However, steganographic methods are a sub-field of covert channels, being based
on modifications of the contents of the data being transmitted and, unlike tunneling systems, do not
necessarily involve network protocols.

The idea of a tunneling system through SMSs was investigated in [8]], where a so-called WebSIM was
introduced, being a SIM card that acts as a web server for personal security. In this system, IP packets
were embedded into SMSs in order to reach the WebSIM and provide connectivity. In contrast, in our
system we use SMSs just as carriers for bringing data to a remote destination.

Another work [17] developed a query/retrieve system, called iTrust with SMS, which allowed users
to search/get information cointained in the iTrust with HTTP network nodes|6] via SMS. The requests
are made through text keywords and then this framework is able to convert them to GET HTTP requests.
However, such a system has limited application because of the limitation in SMS size (140 bytes) and it
cannot fit into a covert channel definition.

To the best of our knowledge, no study investigated the idea of modelling the SMS behavior for
tunneling purposes (see Table [I] for a comparison with the reported literature), intended as a way to
exchange forbidden data between two nodes via SMS messages.

3 The Proposed SMS tunneling system
A tunneling system is a well-established technique in network security, consisting in disguising data of
a forbidden protocol into an allowed one: it is often used to bypass network limitations (i.e. network

firewalls) and bring some private and sensitive data to an external network, without being recognized by
the targeted network. A practical application can be represented by the insider threat scenario [12].

32



Tunneling Attacks Exploiting SMS

Narteni, Vaccari, Mongelli, Aiello and Cambiaso

References Ma“.l topic Strengths Weaknesses
considered
[301,[211],[15], Surveys on mobile secu- | Many cyber attacks against devices and net- | No mention on tunneling attacks
(261,171 rity works are presented; some attacks about | through any protocol
data exfiltration (MiTM) and based on SMSs
(Smishing)
[34] SMS interception and ma- | The presented attacks aim at information | The attacks differ from tunneling
nipulation stealing through SMS architecture systems as they act at SMSC level
[13] Two-factor authentication | Data exfiltration based on SMS The attack is perpetrated exploiting
(2FA) via SMS 2FA
[25] Covert channel through | Presentsa way to encapsulate secret datainto | The attack is based on SMS header
SMS SMSs protocols instead of payload
[14] Secret transmission of | Presents a principle of hidden communica- | The attack is not achieved through
SMSs tions without user acknowledgement a tunneling architecture
(18], [24] SMS-based steganography | Data hiding into SMS content The attack is not based on network
protocols, but exploits direct ma-
nipulations of SMS content
(8] WebSIM Embedding of IP packets into SMSs The system aims at reaching the
SIM card only, not remote destina-
tions
[171, [6] iTrustSMS Usage of SMS to get information from web It is not intended as a cyber-attack

Table 1: Strengths and weaknesses of existing literature compared to our proposed work.

Inspired by the fast development of mobile technologies and the sensitive cost reduction of SMSs,
we studied if it is possible to implement a tunneling system built upon the SMS protocol.

Our SMS tunneling system can be described through the architecture scheme shown in Figure
where the red dashed arrow identifies the communication medium exploited by the tunnel (SMS, in our
case). Our proposed system is made up of four software modules: socks, tunnel client, tunnel server,

T

TUNNEL
CLIENT

| ___sm»wso B TUNNEL TUNNEL
SERVER PROXY

TUNNEL RECEIVER

SOCKS SERVER

Figure 1: SMS Tunneling architecture

and tunnel proxy. In order to better describe the functionalities of our system, the first two blocks
may be considered as a unique socks server and, similarly, the other two blocks can be referred to as
a single tunnel receiver component. In our scenario, an attacker uses a client (e.g. a web browser) in
communication with the socks server to establish a connection over the tunnel. We consider the socks
server being located inside of a targeted private network and used by the malicious node to initiate the
tunneling system. In contrast, the tunnel receiver component is thought as an external node, which is
under the control of the attacker too. Therefore, by exploiting such a tunneling system, the client may be
able to exchange messages with a remote server.

Suppose C — S and § — C being the request and response pathways respectively, involving both the
tunnel client C and the tunnel server S modules. We now provide a more detailed description of the single
modules:

* Socks server. In the C — S phase, it receives the messages from the client, splits their payload into
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portions of L characters and crafts an SMS string for each obtained fragment. Such SMS is then
sent to the tunnel receiver. In § — C, it listens for incoming connections from tunnel receiver and
extracts the remote server payload part from each received SMS. Finally, such response reaches
the client.

* Tunnel receiver. This component works in a symmetric manner with respect to the socks server.
It overtly communicates with a remote server: while being in C — S phase, the tunnel receiver
extracts the original request fragment from each SMS received by the socks server and forwards it
to the remote server; in § — C, it receives a server response, then it generates SMSs in the same
way as socks server does for C — S and sends them to the socks server.

According to [22]], the structure of each SMS, for both C — § and § — C phases, contains the follow-
ing fields, separated, e.g., by a dash character: (i) the remote server IP address (destination_ip in the
following), (ii) the remote server listening port number (destination_port in the following), (iii) the
client port number, (iv) a message index (index in the following), and (v) the payload (portion) to send
(content in the following). The first three fields function as a header used to match the connection
between the client and the sockﬂ The tunnel proxy uses destination_ip and destination_port
to establish the connection with the remote server. The index is adopted as a counter for the current
fragment of the original message. Such information is useful to resemble the original message, once
SMSs are received by the tunnel receiver.

The content field embeds the base64-encoded request/response fragment. Such encoding allows us
to maintain the standard ASCII SMS characters format, thus avoiding extensions to the representation of
a message, that would lead to a reduced amount of data carried out by a single SMS.

In order to handle the connection between the client and the socks server at the transport level, so
that the system acknowledges when the data exchange between them must be interrupted, we designed
and introduced a particular SMS, which we refer to as zero packet. Such SMS has the same header as
application level SMSs (as described above), while its index is fixed to 0. The content is set to either
1, if the connection is open, or to O, when the connection is closed. Hence, when the communication
between client and socks server ends, a closure zero packet with content=0 is used to propagate the
closure through the tunnel. Similarly, a zero packet with content=1 may be sent to notify an established
connection. In our case, we do not send such packet, as the connection with the external server is
established at receiving of the first message, in order to avoid the expiration of TCP timeouts, waiting for
data after a three-way-handshake is completed.

According to [22]], the maximum size available for the content field is limited due to the presence of
the other fields, that may reach a considerable length of up to 30 characters approximately. Moreover, we
must take into account that the base 64 encoding we adopt for the content increases the original length
too. In other words, each SMS in the communication will contain more than 30 extra characters besides
the content. This may negatively impact on the performance of the tunnel, in terms of how much
bandwidth it is possible to transfer over it. As a solution to such a limitation, in this work, we propose an
optimization of the previous SMSs structure [22], in order to avoid the usage of the header inside each
SMS message to be sent. Such improvement is based on the introduction of an ID that uniquely identifies
the communication and replaces the long header. When a connection starts, the corresponding opening
zero packet will be sent from the tunnel client to the tunnel server, that will respond back by sending
another special zero packet with index=2 and an ID used as content. Such ID is a number associated
to the header (i.e. destination_ip-destination_port-client_port) that uniquely identifies it.
Then, the tunnel client extracts the ID from the zero packet and crafts the other SMSs by inserting the

3Here, we assume a single client is present; in case of multiple clients, an additional field may be required, specifying the IP
address of the involved client.
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Figure 2: Sequence diagram of the request phase from Client to Server

ID in place of the header. Eventually, the optimized SMS structure during the actual communication is
as follows: ID-index-content, with index greater than 0. With such modifications, we expect to
achieve a better performance, as the content can have a greater size, almost the entire length of a single
SMS message.

For a deeper description of how our tunneling architecture works, we report the sequence diagrams
related to C — S and S — C in Figures 2] and [3| respectively.

Focusing on the diagram in Figure 2] the following steps describe the communication occurring to
send a message (a request) from Client to Server: (i) the Client indirectly sends a request message to
the Server; (ii) the Socks forwards the request to the Tunnel Client; (iii) the Tunnel Client generates
a zero packet for connection opening; (iv) the opening zero packet is sent to Tunnel Server; (v) the
Tunnel Server extracts the header (destination_ip-destination _port-client_port); (vi) the ID
is generated from the header; (vii) the SMS containing the /D is generated; (viii) the SMS containing
the ID is sent back to Tunnel Client; (ix) the ID is extracted from the received SMS; (x) the SMSs with
portions of request are created; (xi) the SMS is sent from Tunnel Client to Tunnel Server; (xii) the ID is
extracted from the received SMS; (xiii) the ID is used to retrieve the header; (xiv) the received SMS is
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Figure 3: Sequence diagram of the response phase from Server to Client

parsed to get the content (portion of request); (xv) the content is sent to the Tunnel Proxy; (xvi) the
Tunnel Proxy forwards the request portions to the Server. In the response phase, the communication is at
some extent symmetric to the request phase: referring to Figure[3] it is as follows: (i) the Server indirectly
sends a response message to the Client; (ii) the Tunnel Proxy forwards the response to the Tunnel Server;
(iii) the SMSs with response portions are created, with the ID replacing the header; (iv) each SMS is sent
from Tunnel Server to Tunnel Client; (v) the ID is extracted from each SMS; (vi) the header is generated
from the ID; (vii) the content with payload is extracted from the received SMS; (viii) the payload is
sent from Tunnel Client to Socks; (ix) the Socks forwards the response portions to the Client.

4 Tests and obtained results

For the evaluation of the proposed tunneling system, we decided to investigate its performance in two
different directions. Since the correct functionality of SMS sending through our architecture is a fun-
damental requirement, in a previous work, we firstly conducted a preliminary activity aimed to identify
the potential limits of SMSs, when used for tunneling purposes [22]].In the present work, that represents
an extension to the work presented in [22], we first executed accurate testing aimed at assessing the
SMS behaviour, hence acquired benchmark performance data useful to analyze the performance of the
proposed tunnel: we achieved it by simulating the communication via SMS using TCP sockets instead.

4.1 Tests on simulated SMSs

In order to exploit the versatility of the proposed tunneling architecture, able to encapsulate any kind of
TCP-based application layer protocol, we designed a simulation system for SMS sending and receiving.
In this case, TCP sockets are used in place of real SMSs.

In particular, according to the initial model proposed in [22]], a message m of size |m| bytes was split
into smaller parts that did not exceed the maximum size of SMSs payload (160 characters) and simulated
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SMS strings were crafted as explained in Section[3] The aim of our simulation was to study how the total
amount of time, 7, required for a complete communication (i.e. sending a request and receiving back a
response) varied with the frequency of simulated SMSs, measured as the maximum number N [00] — N. 60
of messages exchanged between the tunnel client and tunnel server in one minuteﬂ (for simplicity, we
will refer to it as N in the following).

Also, we considered messages of different sizes |m| in order to understand what is their impact on
such amount of time. In particular, we considered all the integer rates N € [2,60] and
|m| = {10B, 100B, 1kB, 10kB, 100kB, IMB} . In our scenario, the client sends the message m, which
is an uppercase characters string of size |m|, to a remote server by using the tunneling architecture. The
remote server then echoes the message back after converting it to lowercase. Hence, for our scenario, we
always have that the length of the message encapsulated and sent during the C — § pathway is always
equal to the length of the message/response encapsulated and sent during the § — C pathway. To com-
pute the amount of time 7;, , in seconds, we captured all the traffic involving the tunnel components from
the beginning to the end of each process, until the connection between the client and the socks server
closed, i.e. until the FIN+ACK packet was sent towards the socks server. For each process, involving a
fixed N and a fixed |m| in the considered values ranges, the capture of the network traffic generated by
the client and the server resulted in P network packets exchanged, with P > &, , for k,, defined in [22]] as
the number of SMSs needed to send message m . Let’s suppose T;,i € [0, P — 1] being the time of the i-th
captured packet. 7, is then computed as follows:

Tn=Tp1—-Tp (1)

The obtained T,, values at different fixed payload size |m| are plotted in Figure 4, by varying
N € [2,60].

Payload Size =10 B Payload Size = 100 B Payload Size = 1 kB
35 35 250
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Figure 4: Plot of the obtained 7, from the traffic capture when different numbers of SMSs per minute
were used, for different payload sizes |m| of the message

4According to [22]], N is equal to the number of SMSs sent in one second.

37



Tunneling Attacks Exploiting SMS Narteni, Vaccari, Mongelli, Aiello and Cambiaso

As expected, we can observe that, for every payload size, the amount of time 7, decreases with
the increase of N. Based on such results, we introduce a mathematical model of this behaviour in the
following sections.

4.1.1 Curve fitting on the obtained results

Starting from the obtained results of our simulation, we wanted to look for a function #(n) able to ap-
proximate the time required for communication at varying of the simulated SMSs per minute 7, defined
for n € R™, for a given payload |m/|, based on the collected measurements of 7, in our tests.

When dealing with curve fitting tasks, the first step is the choice of a proper model to be fit to the
measured data. In our case, the shape of the real curves (Figure {4) indicated a sharp decrease towards
a horizontal asymptote for 7;, = 0, so we chose an exponential model. After a fitting performance
comparison between one-term and two-terms exponential models, we opted for the latter.

For a fixed payload size |m/|, such model can be expressed by the following function:

t(n)=a-e""+c-e?" ()

where a, b, c, d are parameters to be found in the fitting algorithm, which is based on trust-region
approach and its variations [20} 3} 2]. The goodness-of-fit is evaluated by the coefficient of determination
R? [4): it is the ratio of the explained sum of squares (ESS) and the total sum of squares (TSS) and is
widely used in this kind of evaluations. Its value varies in [0,1], with R* = 1 being the ideal fitting
performance.

In our case, the obtained fitting coefficients and the related R? for different payloads are reported in
Table

|m| a b c d R’

10B 54.7817 —0.4439 7.4387 —0.0397 | 0.9961
100B 54.7093 —0.4433 7.4361 —0.0396 | 0.9961

1kB 383.8990 | —0.4459 | 52.3744 —0.0406 | 0.9962
10kB | 3678.1241 | —0.4465 | 502.0449 —0.0408 | 0.9962
100kB | 36631.3932 | —0.4468 | 5003.0483 —0.0408 | 0.9962
IMB | 366230.9041 | —0.4469 | 50034,5807 | —0,04093 | 0,9962

Table 2: Results of fitting with two-terms exponential for different payload sizes

Such results indicate very good performances (being R? > 0.99 for every payload) and let us observe
that coefficients b and d do not significantly change with the increased payload size, whereas a and ¢
increase with it.

Such behaviour is in line with the curves obtained from real data (Figure ), where the slope is
similar regardless of the payload, but found values of 7,, increase with the increase of the payload. This
has suggested us to look for a more general function that expresses the time 7, not only based on the
number of SMSs per minute, but also on the payload size. To achieve this, we have defined two other
fitting functions for coefficients a and c at varying of payload size. Suppose s being the general payload
size of a message m, we look for the following functions:

a(s) = pi{-s+p5 (3)
c(s) = pi-s+p3 4)
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with p7 being the i-th coefficient of the linear fitting function, for the parameter x of the two-terms
exponential, as defined in Equation 2]

In this case, both models are chosen as first degree polynomials as we observed a linear trend of a
and c values, as obtained from Table 2] with respect to the payload size. The fitting algorithm in this case
relies on QR factorization [1]]: at the end, we got the coefficients and R?, as shown in Table

Function P1 P2 R’
a(s) 0.3662 | 22.9986 | 0.9999
o(s) | 0.0500 | 2.7259 | 0.9999

Table 3: Results of the linear fitting conducted to relate coefficients a and ¢ of Eq. [2|to the payload size
s of the message conveyed through the tunnel

In light of the results of this further fitting procedure, we can rewrite ¢(n) as a two-variable function,
depending also on payload size s, as follows:

t(n,s) = (p(f's+p%)'eb'n‘l‘(pcl“S—FpE)'ed'n (5)

In this expression, coefficients b and d are considered constant due to their minimal changes with
payload size: we took the arithmetic mean of the values reported in Table 2] thus setting b = —0.4456
and d = —0.0404.

The function can be visualized as a 3D surface for a better understanding of the behaviour.

t(n,s) [s]

30
40

n [#SMS/min] 60

s [B]

Figure 5: 3D surface plot of the function #(n,s) at varying of number of SMSs per minute and payload
size

The shape of the surface is consistent with what we expected from the tests results before fitting
(Figure[): with the increase of payload size, at low numbers of SMSs per minute (n), the required time
for communications (expressed by #(n,s)) raises to higher values. However, when n raises up to 60, the
required time sensitively lowers.
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Moreover, the elapsed time 7}, for a complete request/response path may be known in advance as it
may be bounded to specific timeouts of the system, adopted, e.g., by components like a web browser, or
even the kernel. As a consequence, the obtained function #(n, s) can be inverted in order to get a function
s(t,n) to compute the maximum payload size which is possible to transfer over the tunnel at a given time
t = T;,, in seconds, and by sending n = N%© SMSs per minute.

4.1.2 Curve Fitting on Percentage Elapsed Time Variations

Besides the above considerations, we also studied the data collected from SMS simulations in order to
find out a minimum threshold of SMS rate, N, that allows the message m to be sent in a proper time.

Looking at Figure 4} we noticed that the shape of the obtained curves is (almost) the same for all the
payload sizes, while the scale on the elapsed time T}, as expected, differs (higher 7,, values for higher
payload sizes). Hence, we decided to compute the percentage variations in elapsed time corresponding
to each value of N and its previous, as follows:

T — Ty .
S € [3,60] (6)

i

AT, =

where AT, is expressed in percentage and 7, is the measured elapsed time for N = i.
As expected, results have shown the same variations for each payload size, thus reflecting the similar
shape of the original curves. The trend of the obtained percentage variations is depicted in Figure [6]

40 T T T T T T
Payload Size =10 B
Payload Size =10 B
351 Payload Size = 1 kB
Payload Size = 10 kB
Payload Size = 100 kB | |
Payload Size =1 MB

-
[4)]
T

| “-;‘ \ | ‘v |
4 38 42 46 50 54 58

2 6 10 14 18 22 26 30 3
N

Figure 6: Percentage variations in elapsed time at varying of number of SMSs per minute, computed
with the formula in Eq. @

Observing the curves in Figure[6] it can be noted that, by increasing the payload size, the noise added

to the curve decreases. This is due to the impact of the exploited protocol on the overall traffic, decreasing
with the increase of the size of the encapsulated payload. Moreover, it is noticeable that the quantities
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on horizontal and vertical axis have now the same order of magnitude. Thus, we decided to define N
through the first derivative of a function that approximates the trend of AT,,. In fact, from a geometrical
point of view, the first derivative of a function is equivalent to the angular coefficient of the tangent line
in a given point of the function, which is also equivalent to the tangent of the angle o formed by such
tangent line and the positive direction of the horizontal axis [32].

From the obtained curves, we decided to consider, as a proper threshold N, the value of N where the
tangent line defines o0 = %n. Hence, we have: tano = —1.

To this purpose, the first step is to define a function 74 (n) that approximates each curve in Figure @
Then, denoting #,(n) as its first derivative, the threshold value n = N can be found by solving the fol-
lowing equation:

(1) = —1 (7)

In order to get the function #¢,(n), we performed a fitting task. As the shape of the real curves (Fig-
ure [0 did not change with respect to the results in Figure ] we adopted the same two-term exponential
fitting model as in Equation |2 hence defined t¢,(n) as follows:

to(n) =a-e""4c-e" (8)

In this case, the resulting coefficients and their related R? are reported in Table @

|m| a b c d R?
10B | 62.5857 | —0.3259 | 9.9578 | —0.0346 | 0.9918
100B | 62.7942 | —0.3289 | 10.1224 | —0.0353 | 0.9948
1kB | 62.4797 | —0.3261 | 10.0368 | —0.0343 | 0.9971
10kB | 62.4910 | —0.3259 | 10.0225 | —0.0342 | 0.9973

100kB | 62.5787 | —0.3265 | 10.0460 | —0.0342 | 0.9975
IMB | 62.6429 | —0.3271 | 10.0777 | —0.0343 | 0.9975

Table 4: Results of fitting on percentage variations with two-terms exponential for different payload sizes

By comparing the fitting coefficients in Table 2] and Table [4] it is possible to notice that in the latter
all the coefficients have similar values with different payload sizes.
Now, we can consider the first derivative of t¢,(n): given the expression in Equation We can express
t5,(n) as:
th(n)=a-b-e""fc-d-ei™" )

We then solved Equation 7] for each payload size (using the a, b, ¢, d values reported in Table [d)) and
obtained the solutions shown in Table

|| N
10B | 10.1062
100B_| 10.0807
1kB | 10.0987

10kB | 10.1003
100kB | 10.0949
IMB | 10.0898

Table 5: Values obtained by solving Eq. for different payload sizes
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Disregarding the decimal values from such results, we can finally conclude that if N > N = 10 SMSs
per minute, our tunneling system will be effective regardless of the payload size.

For a visual understanding of the analysis carried on in this section of the paper, in Figure[7| we report
a graphical explanation of our procedure of fitting on the percentage variations in elapsed time.

Payload Size =10 B

Payload Size =100 B Payload Size = 1 kB
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Figure 7: Visual summary of the obtained results: for each payload size, a fitting task was performed on

real percentage variations in elapsed time (green), obtaining fitting curves (blue) with R> > 0.99 in every

case. Then, the solution of Eq.[7|individuates the tangent line (red) to fitting curves in the point n = N
that is the sought threshold.

The resulting threshold value is then applicable also with real data, as reported in Figure [§] which is
the same plot as Figure [d with the obtained threshold point.

5 Conclusions and Future Works

In this paper, we have explored the opportunity of establishing a tunneling system encapsulating appli-
cation layer payloads into SMS messages. In our previous study, we already assessed the feasibility of
such kind of attack [22]]. Based on it, in the present work, we refined and extended the structure of the
SMSs to optimize the overall performance of the tunnel. Moreover, we designed and developed an ex-
perimental setting to derive a mathematical model for a simulated SMS-like communication that uses our
tunneling architecture. These testing and analytic phases led us to individuate the minimum rate of 10
SMS messages per minute, that allows a potential malicious user to send a message through the tunnel in
an adequate amount of time. At the same time, we have obtained general models that relate the timings
with the size of the message conveyed through the tunnel.
Future studies in this direction will involve a further testing with real SMSs sent on real network
scenarios, in order to validate the results of this work and identify the SMS sending rate on different real

situations. Moreover, we plan to investigate more on the potentials and limitations of the SMS tunneling,
also compared to specific communication media (e.g. emails sending, instant messaging, etc.).
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Figure 8: Plot of the obtained 7,, from the traffic capture with highlighting of the threshold value for
N = 10 SMSs per minute
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