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Abstract: The security of data is the primary concern of every organization today irrespective of its size. The
large organizations responsible for managing bigger monetary information, bio-data and other relevant
information are losing their valuable information or data in motion or in rest to unauthorized parties,
hackers, or competitors. When such data gets into the hands of malicious persons, the organizations lose
millions of rupees. Today the data protection has become vital for businesses. The data or information should
be encrypted or scrambled in such a manner that even if it gets into the hands of hackers or unauthorized
users, it becomes useless for them. The scrambling of plaintext delivers a safe and nice significance for
secured data and communication. With the expansion of LAN, MAN, and WAN, the computer network is
exposed to unauthorized people providing them access to attack personal and organizational data in network
and cloud environment. Every organization and individual desires that security and privacy of their data
should be maintained. This can be achieved by applying cryptographic algorithms on such critical data in
cloud environment. This research paper studies the different encryption/decryption algorithms responsible for
security of data placed in cloud. The paper shows the implementation of AES algorithm on 256-bit key size.
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1. INTRODUCTION

Whenever one decides to travel from his/her source to destination, he/she boards a bus or a train.
After taking a ticket, the person hold back to his/her seat till the destination is reached. Similarly other
passengers in the bus or train takes their particular tickets as per their individual destinations and it
hardly bothers one where they go. Same is the story in case of cloud computing. Cloud computing is
very similar to such a bus or a train which carries data and information for multiple and different users
and permits them to access its service at minimal cost. The term “Cloud” originated from a network
design that was utilized by concerned network engineers to represent the location of different network
devices and inter-connection among them [1, 5]. The Fig. 1 below displays the set up involved in
cloud computing.
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Figl. The figure depicts the setup of cloud environment
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As the number of computer and mobile user’s increase, the demand for data storage has increased in
all fields. No matter whether organization is small scale or large scale, they flourish on the basis of
value and quality of their data. It is because of this that organizations invest heavily to maintain the
worth of this data. But all this requires a strong storage hub and IT support. Not all businesses can
manage the high cost involved in building in-house IT frame and maintain back up support services.
For such situations, the cloud computing is a cheaper solution. In fact, because of its capability in
storing data, computation and minimal maintenance cost, cloud computing has attracted even bigger
businesses as well. The hardware and software demand is decreased from the user’s side. The user has
to only run cloud computing systems interface software and the cloud network tekes care of the rest.
Some of the popular cloud services which is almost used by everyone are mail services like Hotmail,
yahoo or gmail etc. When we access our email, our data is stored on cloud server and not on our own
machine. The technology working behind the cloud is invisible. It doesn’t matter whether cloud
services are using HTTP, PHP, JSP, Ruby or any other specific technologies, user can simply connect
to the cloud system from his/her desktop, mobile or laptop. The Fig. 2 shows the detailed scenario of
working of cloud computing [2, 3, 13].
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Fig2. The figure shows the detailed view of authentication process involved in cloud computing
Example - Google Cloud

Google is a search engine that offers all kind of information that is accessible and useful for the users.
Google is offering numerous applications to their customers, applications that are helping them to
reduce the consumption of the energy and carbon emission. Cloud computing can support an
unlimited number of applications and Google Enterprise is offering some of them to their customers
[4, 12].

The services offered by Google Enterprise are mentioned below.

e Google Apps - The service includes applications as e-mail, calendar, spreadsheets, and
documents.

e Vault service - This service offers solution for mail security, archiving and encryption.

o Enterprise search.

e Earth and Maps - This service is offering tools to visualize information and direction about
different places.

e Chromebooks - The service is used for delivering the power of the web.

Google Cloud Platform represents all the products of cloud computing offered by Google , that are
using the same infrastructure as the one that Google is using for products offered to end-users, like:
Google Search, YouTube.
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Google Cloud Platform is composed of many products, where each of it has its own interface,
command-line tool and API (Fig. 3).

e Google App Engine is a SaaS for web applications.

e Google Compute Engine is an laaS that allows users to enable the virtual machine when needed.
e Google Cloud Storage allows users to store files online.

e Google Cloud DataStore offers storage for non-relational data that has a REST API.

e Google Cloud SQL is a MySQL database that exists on Google Cloud infrastructure.

e Google BigQuery is used to analyze data and is using SQL-like queries for dealing with big data
in seconds.

e Google Cloud Endpoints is used for developing services within App Engine that can be accessed
from 10S, Android and JavaScrip clients.

o Google Cloud DNS represents a DNS service that can be found in the infrastructure of Google
Cloud.
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Fig3. The figure shows the Google Cloud
2. ALGORITHMS RESPONSIBLE FOR CLOUD SECURITY

In cloud environment, the individual’s data is stored in and accessible from multiple distributed and
connected resources. The security remains primary concern when the matter is of providing secure
communication from distributed and connected resources. This task is accomplished by encryption
algorithms. The encryption algorithm converts the data (plain text) into scrambled form (cipher text)
using “the key” which is held by the user. This encryption is classified into two broad categories;
Symmetric key encryption and Asymmetric key encryption. The symmetric encryption makes use of
single key to encrypt and decrypt data. On the other hand, the asymmetric key makes use of two keys
— private and public; public key is used for encryption and private key is used for decryption [1, 5].

The prominent cryptographic algorithms used for security of cloud environment are discussed as
under.

2.1.RSA (Rivest Shamir Adleman)

The RSA algorithm is named after its three originators Ron Rivest, Adi Shamir, and Leonard
Adleman. It is constructed on the property of positive integers. RSA makes use of modular
exponential for carrying out the process of encryption and decryption. RSA algorithm involves a
public key and a private key. The purpose of public key is to encrypt messages and is known to
everyone. The private key comes into play while decrypting the messages. Messages encrypted by
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public key can only be decrypted via private key. The Fig. 4 below shows the process involved in
RSA algorithm [6, 7].

The details of variables utilized in description of working of RSA algorithm as shown in Fig. 2 are
mentioned as under.

e — Refers to public key
d — Refers to private key
M — Refers to plain text
C — Refers to cipher text

Key Generation
Select p, q P, q both prime, p=q
Calculate 1=pxq
Calculate ¢(n) = (p-1)x(q-1}

Select integer e ged(o(n).e) = 1; 1<e<g(n)

Calculate d

Public key KU = {e, 1}

Private key KR = {d, n}
Encryption

Plaintext: M<n

Ciphertext: C =M* (mod n)
Decryption

Ciphertext: G

Plaintext; M = C* (mod n)

Fig4. The figure depicts the working of RSA algorithm
The result at the decryption side is calculated as under.
C=Memodn
M = Cd mod n
Where n is a large number created during key generation process.
2.2.DES (Data Encryption Standard)

DES was developed in 1977 and was the first encryption standard recommended by NIST (National
Institute of Standards and Technology). DES involves 64 bits key size and 64 bits block size. Since
the time of its advent, DES has encountered many attacks which proved it as an insecure block cipher
[1, 8].
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Algorithm for DES:

Function DES_Encrypt (M, K)
Where M = (L, R)
M — IP (M)
For round <1 to 16 do

K «SK (K, round)

L <L xor F(R,Ki)
swap(L, R)
end
swap (L, R)
M —IP}(M)
return M
End
2.3.Triple — DES

This algorithm was developed as an enhancement to DES and was developed in 1998. The
modification conducted in 3-DES was that encryption was conducted 3 times to increase the
encryption level. The 3-DES is a 64-bit block size with 192 bits key size. It has low throughput and
low performance in terms of power consumption when compared with DES. Because of its triple
phase encryption characteristics, it requires more time as compared to DES [5, 9].

Algorithm for Triple — DES

Forj=1to3
{
Cj,0=1Vj
Fori=1tonj
{
Cji = Exkeva(Dkey2 (Ekev: (P), iCj, i-1)))
Output Cj, i
}
}

2.4. AES (Advanced Encryption Standard)

The development of AES algorithm began on January 2™ 1997 and was completed on September 12"
1997 under the flag of NIST (National Institute of Standards and Technology). AES is a block cipher
and is also known as Rijndael algorithm. This algorithm runs on variety of computer processors and
hardware’s. The complex internal structures of AES ensures very secure algorithm and till date it has
no known weaknesses. The key length in AES can be 128, 192, or 256 — bits. The algorithm is
constructed of variable block sizes of 128, 192, and 256 — bits [10, 11].

AES algorithm does its computations on bytes and not on bits. Therefore it treats, 128 bits of a
plaintext as 16 bytes. These 16 bytes are organized in a matrix of order 4*4. The number of rounds in
AES are variable as they depend on length of the key. AES performs 10 rounds for 128-bit key, 12
rounds for 192-bit key and 14 rounds for 256-bit keys. Each round makes use of 128-bit round key,
which is computed from the original AES key.

3. CONTRIBUTION AND IMPLEMENTATION

The research paper depicts the implementation of AES algorithm using Java as a development tool.
The Fig. 3 shows the entered plain text in the input box. If the number of bytes in plain text are below
or upto 16 bytes, 128-bit encryption is activated. But if the number of bytes in plain text exceeds 16
bytes, the 256-bit encryption is activated. The Fig. 5 are shows the generated symmetric key.
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*\Progran Files\Java\jdk\bin>javac AES11.java

*\Progran Files\Java\jdk\bin>java AES11

enerating symmetric key...wait for a moment
E-Conmerce-AES Symmetric key = ?%nl14UEjf?708%2- £

IEE%T?E;O 16 BYTES/WORDS WILL BE ENCRYPTED/DECRYPTED USING 128-BIT ENCRYPTION/D
|

INPUT ABOUE 16 BYTESAIORDS WILL BE ENCRYPTED/DECRYPTED USING 256-BIT ENCRYPTION/
DECRYPTION

Input
E-Commerce Gateway-Enter message to encrypt
Dr. Gagandeep Jagdev & Shaffy Bansal

; 0K \ Cancel

Fig5. The figure shows the plain text to be encrypted using AES algorithm

Fig. 6 shows the date and time of beginning of the encryption process and the encrypted text i.e.
cipher text. The Fig. 4 also depicts the date and time at which the encryption process ended and
displays the total time involved in the encryption process.

\Program Files\Java\jdk\hin>java AES11

enerating symmetric key...wait for a moment
E-Commerce—AES Symmetric key = ?%nl4UEjf?68%21F

Iz£3£T¥g£0 16 BYTES/WORDS WILL BE ENCRYPTED/DECRYPTED USING 128-BIT ENCRYPTION/D
|

INPUT ABOUE 16 BYTES/WORDS WILL BE ENCRYPTED/DECRYPTED USING 256-BIT ENCRYPTION/
DECRYPTION

Bun Jan @7 18:19:22 IST 2018 R

( I' Encrypted Data
= 7« 3A00+¢"M1GYIE+iighBy - @ji}a.00AluCEibG Ya@J

I OK

Sun Jan @7 18:19:32 IST 2618

otal time consumed for encryption in milliseconds : 1@527

Fig6. The figure depicts the encrypted text after the completion of encryption process
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Fig. 7 shows the choice to either terminate the operation (Press 1) or to initiate back the decryption
process (Press 2). On initiating the decryption process, we get back the plain text from the cipher text
after the application of appropriate key. The “Message Box” displays the plain text back.

Do you want to decrypt the message hack...

E-Commerce Gateway-Decrypted Data
Dr. Gagandeep Jagdev & Shaffy Bansal

0K

E-Commerce Gateway-Decrypted message Dr. Gagandeep Jagdev & Shaffy Bansal

Bun Jan @7 18:22:37 IST 2018

otal time consumed for encryption in milliseconds : 15667

Fig7. The figure shows the initiation of decryption and the decrypted message

4. CONCLUSION

Cloud computing is a practice of offering set of resources or services to the users by the CSP (Cloud
Service Providers) on their demand. The paper discussed the cryptographic algorithms which are
responsible for keeping the messages secure by converting them into non-readable form. The
implementation of AES algorithm using 256-bit key size further enhances the security level of the
critical data been transferred via cloud.
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