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ABSTRACT 
 
Wireless Implanted Medical Devices (WIMD) are helping millions of users experience a better quality of 

life. Because of their many benefits, these devices are experiencing dramatic growth in usage, application, 

and complexity. However, this rapid growth has precipitated an equally rapid growth of cybersecurity risks 

and threats. While it is apparent from the literature WIMD cybersecurity is a shared responsibility among 

manufacturers, healthcare providers, and patients; what explained what role patients should play in WIMD 

cybersecurity and how patients should be empowered to assume this role. The health belief model (HBM) 

was applied as the theoretical framework for a multiple case study which examined the question: How are 

the cybersecurity risks and threats related to wireless implanted medical devices being communicated to 

patients who have or will have these devices implanted in their bodies? The subjects of this multiple case 

study were sixteen cardiac device specialists in the U.S., each possessing at least one year of experience 

working directly with cardiac implanted medical device (CIMD) patients, who actively used cardiac device 

home monitoring systems. The HBM provides a systematic framework suitable for the proposed research. 

Because of its six-decade history of validity and its extraordinary versatility, the health belief model, more 

efficiently than any other model considered, provides a context for understanding and interpreting the 

results of this study. Thus, the theoretical contribution of this research is to apply the HBM in a setting 

where it has never been applied before, WIMD patient cybersecurity awareness. This analysis (using a 

multiple case study) will demonstrate how the HBM can assist the health practitioners, regulators, 

manufacturers, security practitioners, and the research community in better understanding the factors, 

which support WIMD patient cybersecurity awareness and subsequent adherence to cybersecurity best 

practices.  
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1. INTRODUCTION  
 

There are several parallels between information security and preventive medicine [1, 2, 3]. In 

preventive medicine, there is the need to avoid risky behavior; likewise, in information security, 

there is also a need to avoid risky behavior. In information security, there is the need to initiate 

and maintain proactive measures (e.g., software patching and updating) and in preventive 

medicine, there is a need to engage in measures such as disease immunization and so on. As the 

proposed research is solidly in the field of healthcare, a 64-year-old, universally accepted, 

healthcare-derived, healthcare-based theory, especially one proven to apply to information 

security, was a natural fit. The HBM is also a viable research framework, as well as a useful tool 

for analysis and a readily accessible context for the interpretation of research results. The health 

belief model has enjoyed a range of applications inside and outside of the field of healthcare. For 
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example, [4] found the HBM to be a suitable model for assessing user perception in the Financial 

Services industry.  

 

HBM begins with perception, and the assessment of perception is the backbone of this research 

study. HBM seeks to understand the patient’s perception of risks to their health (denoted as 

perceived susceptibility to disease and perceived severity of disease). After this, HBM examines 

modifying factors such as age, sex, ethnicity, personality, culture, socioeconomics, knowledge, 

self-efficacy, and cues to action. These modifying factors are an integral part of the WIMD 

patient’s lived experience. The final HBM outcome is an assessment of an individual’s likelihood 

of acting on his or her behalf. An objective of the proposed research is to form an evaluation of 

how these factors are brought to bear on a WIMD patient’s experience. Health behavior models, 

such as the HBM can be useful for increasing information security awareness [5]. In HBM, all 

the perception and modifying factors funnel themselves into a prediction of the likelihood of 

taking action.  

 

The ability to anticipate a WIMD patient’s likelihood of adhering to cybersecurity best practices 

is a desired outcome of the proposed research. All the same, criticism has been leveled that the 

health belief model fails to address the importance of intentions or the influence the approval or 

disapproval of others might play as far as intentions and behavior [6]. It is also interesting to note 

in recent years there has been the emergence of a security belief model (SBM) based upon the 

health belief model [1], as a way of addressing intentionality.  

 

Additionally, [7] cited [8] in suggesting the theory of planned behavior (TPB) might be superior 

to the HBM in assessing relationships between the attitude, intention, and action for the sake of 

information security policymaking in an organizational setting. Indeed, this may be exactly true 

in a purely corporate environment focused upon policy-making and compliance. However, 

placing these perceived shortcomings aside, for this study on WIMD patient cybersecurity 

awareness, the HBM provides an end-to-end, systematic framework suitable for the proposed 

research. Because of its six-decade history of validity and its extraordinary versatility, the health 

belief model, more efficiently than any other model considered, provides a context for 

understanding and interpreting the results of this study.  

 

Thus, the theoretical contribution of this research is to apply the HBM in a setting where it has 

never been applied before, WIMD patient cybersecurity awareness. This analysis (using a 

multiple case study) will demonstrate how the HBM can assist the health practitioners, regulators, 

manufacturers, security practitioners, and the research community in better understanding the 

factors, which support WIMD patient cybersecurity awareness and subsequent adherence to 

cybersecurity best practices.  

 

2. LITERATURE REVIEW  
 

Several parallels between information security and preventive medicine were discussed in [1] as 

well as [2] and [3]. In preventive medicine, there is the need to avoid risky behavior; likewise, in 

information security [38], there is also a need to avoid risky behavior. In information security, 

there is the need to initiate and maintain proactive measures (e.g., software patching and 

updating) and in preventive medicine, there is a need to engage in measures such as disease 

immunization and so on. As the proposed research is solidly in the field of healthcare, a 64- year-

old, universally accepted, healthcare-derived, healthcare-based theory, especially one proven to 

apply to information security, was a natural fit. The HBM is also a viable research framework, as 

well as a useful tool for analysis and a readily accessible context for the interpretation of research 

results. The health belief model has enjoyed a range of applications inside and outside of the field 
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of healthcare. For example, [4] found the HBM to be a suitable model for assessing user 

perception in the Financial Services industry.  

 

HBM begins with perception, and the assessment of perception is the backbone of this research 

study. HBM seeks to understand the patient’s perception of risks to their health (denoted as 

perceived susceptibility to disease and perceived severity of disease) [39]. After this, HBM 

examines modifying factors such as age, sex, ethnicity, personality, culture, socioeconomics, 

knowledge, self-efficacy, and cues to action. These modifying factors are an integral part of the 

WIMD patient’s lived experience. The final HBM outcome is an assessment of an individual’s 

likelihood of acting on his or her behalf.  

 

An objective of the proposed research is to form an evaluation of how these factors are brought to 

bear on a WIMD patient’s experience. The ability to anticipate a WIMD patient’s likelihood of 

adhering to cybersecurity best practices is a desired outcome of the proposed research. The HBM 

provides an end-to-end, systematic framework suitable for the proposed research. Because of its 

six-decade history of validity and its extraordinary versatility, the health belief model, more 

efficiently than any other model considered, provides a context for understanding and interpreting 

the results of this study.  

 

Thus, the theoretical contribution of this research is to apply the HBM in a setting where it has 

never been applied before, WIMD patient cybersecurity awareness. This analysis (using a 

multiple case study) will demonstrate how the HBM can assist the health practitioners, regulators, 

manufacturers, security practitioners, and the research community in better understanding the 

factors, which support WIMD patient cybersecurity awareness and subsequent adherence to 

cybersecurity best practices.  

 

3. APPLYING THE HEALTH BELIEF MODEL TO THE STUDY  
 

These study’s findings were examined in the light of the theoretical framework of the health 

belief model (HBM). The HBM is a behavioral model that seeks to predict the likelihood thata 

patient will be motivated to take actions on their behalf in a preventative healthcare situation. 

This theoretical framework fits well with the study as an essential goal of discovering how 

WIMD risks and threats are communicated to patients was to provide clues as to how patient’s 

cybersecurity perceptions are being formed and to what effect. The fundamental HBM 

components of perceived susceptibility and severity, perceived threat, perceived benefits versus 

perceived barriers, and perceived self-efficacy are combined with modifying factors (such as 

demographics) as well as cues to action, to determine the likelihood a patient will take preventive 

measures on their behalf. The constructs of the HBM theoretical framework and their definitions 

have been aligned with the study’s five themes as a way of engaging a more rigorous 

interpretation of the study’s findings. An overview is presented in Table 1, followed by a detailed 

discussion. Additionally, these findings are compared with past and current WIMD cybersecurity 

literature. Convergences and divergences between the study and extant literature are noted.  

 

3.1. Perceived Susceptibility and the Impact of Cyber Influence  
 

In the health belief model, perceptions give rise to individual beliefs, and individual beliefs are 

the primary determinants of individual behavior. The HBM, as a predictive model, recognizes the 

need for a patient to experience a personal connection to the phenomenon of care to become 

motivated enough to change or assume a new behavior. This underscores the importance of 

considering all the factors that influence a WIMD patient’s perception of the cybersecurity risks 

and threats to their health. A patient must experience susceptibility as being real and being 
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personal. In the tidal wave of cybersecurity data and information, it is those centers of influence 

that reach and resonate most with a patient that will impact that patient’s understanding of their 

susceptibility or vulnerability to harm.  

 
Table 1. Alignment of Theoretical Framework with Research Findings 

 

 
 

Reflection on Previous Literature. The importance of patient awareness and engagement in 

medical device cybersecurity was referenced in [9, 10, 11, 12, 13, 14, 15, and 16] While wireless 

implanted medical devices share the same vulnerabilities as any networked device [17] what 

makes WIMD cybersecurity unique is that security enhancements to an implanted device, as we 

saw in this study, might require surgery [9]. Because the patient and the device are physically 

connected, the patient should be made aware of vulnerabilities in their device, represented by the 

construct of perceived susceptibility.  

 

3.2. Perceived Severity and Risk Analysis  
 

Added to their susceptibility to harm patients need to understand the consequences of a harmful 

event and the severity of its impact. Perceived severity is a significant element of risk 

identification, assessment, and analysis. Today this crucial factor rests in the hands of the device 

industry, healthcare providers, and the media. Nevertheless, careful risk analysis focused on the 

direct, impact to the patient--as suggested by the HBM--would uncover both physical 
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consequences (death, disability, pain, and the like) and social consequences (inability to work, 

interruption of routine, impact on relationships with family, friend, and other support groups). A 

stream of reliable data, from impartial sources, analyzed in an unbiased manner would help to 

create a holistic perception of severity for the patient.  

 

Reflection on Previous Literature. According to [18] it has been estimated the security standards 

surrounding medical devices are nearly a decade behind modern security standards. What is 

more, [19] stated the results of a cybersecurity attack against a healthcare organization could be 

anywhere from being minor to being fatal. Also keeping in mind, 94% of healthcare 

organizations reported being victims of a cyber-attack [20]. Every WIMD patient, regardless of 

device, must rely on their device manufacturer and their healthcare provider to protect them, [21 

and 22]. While it may be difficult to launch a cyber-attack against an individual active medical 

device, it has been proven to be far from impossible, [23, 24, 25, 26, 13, 27]. What is more, both 

the healthcare and the medical device industry’s information security substructures are woefully 

ill-prepared to thwart the growing cybersecurity threat [26, 21, 22, 28, 41]. Last, the entire 

wireless implanted medical device cybersecurity ecosystem is profoundly at risk. [29, 13, 30, 22, 

40, 44, 45].  

 

Because medical devices have become increasingly interconnected, there no longer must be a 

direct attack, on a specific device, for a WIMD patient to potentially experience a severe impact 

[9, 11, 12, 28, 42]. One cannot truly convey the severity of risk without discussing the 

vulnerabilities present throughout the entire system in which that device is connected. Which 

admittedly, is a difficult conversation; however, failing to do so prevents patients from seeing the 

complete picture of risks and severity.  

 

3.3. Perceived Threat and Cybersecurity Risk Communications  
 

Perceived Threat is a crucial motivator in the HBM. In the HBM framework, the perceived threat 

is comprised of perceived susceptibility combined with perceived severity. There via the HBM 

cybersecurity threats are a function of the patient’s perceived susceptibility combined with the 

patient’s perceived severity. This the HBM would prescribe that patient cybersecurity threat 

communications should, at a minimum, include full disclosure of cybersecurity vulnerabilities 

(perceived susceptibility) as well as a full disclosure of the possible physical and social impacts 

to the patient (perceived severity).  

 

Reflection on Previous Literature. As noted earlier, wireless implanted medical devices help 

millions of patients, in a variety of disease areas, experience a higher quality of life [31, 16]. Due 

to the undeniable benefits gained from these devices, wireless implanted medical devices are 

experiencing dramatic growth in usage, application, and complexity [11, 12, 30]. Nevertheless, 

this rapid growth has brought a proliferation of cybersecurity threats [28, 43]. For example, [31] 

provided a detailed description of lethal attacks, which could be directed specifically at a cardiac 

implanted medical device. Previous research substantiated that cardiac implanted medical devices 

could be remotely compromised in a way that can cause harm to the device and the patient [32], 

[32], and [34]. From an HBM perspective, there is an obligation, from a purely ethical standpoint, 

to outline known cybersecurity threats to WIMD patients to support perceived susceptibility as 

well as perceived severity.  

 

3.4. Perceived Benefits, Perceived Barriers, and Collaboration  
 

Per the HBM, perceived benefits are the patient’s beliefs about positive results that will come 

about because of their taking action. The desired action to be taken as far as the patient’s role in 
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WIMD cybersecurity is for the patient to learn enough about the device in their bodies, and its 

interaction with other networked devices to be able to engage in meaningful decision making 

about issues related to their health and wellbeing (including cybersecurity issues). The next 

desired action for the patient is to remain an active participant in their medical care and device 

management [45] (including those aspects related to device cybersecurity).  

 

While there are barriers to this optimal patient position and outlook, it seems fair to suggest that 

healthcare providers and device manufacturers should be significant proponents of removing 

those barriers—in a perfect world. The study demonstrates several levels of communication must 

take place between industry representatives, healthcare providers, and patients to allow patients 

to overcome barriers and realize the perceived benefits of taking action on their behalf to improve 

their knowledge of cybersecurity and the risks and threat involved with their device. 

 

Reflection on Previous Literature, from the standpoint of the HBM theory, it is essential to view 

perceived benefits and perceived barriers from the patient’s perspective. As previous academic 

and non-academic literature was extremely vague about the patient’s role in WIMD 

cybersecurity, there is little to be found regarding patient’s perceptions of barriers or benefits in 

previous literature.  

 

3.5. Perceived Self-Efficacy and Cybersecurity Awareness  
 

The HBM constructs of perceived self-efficacy, cues to action, and the modifying factor of 

patient demographics (and socials factors) are grouped into one category for this portion of the 

discussion as all these factors can be addressed through a combination of education and 

collaboration. The results of the study made it clear there are significant gaps in cybersecurity 

knowledge and information for patients and healthcare providers. A robust collaboration among 

all parties is needed to develop a pervasive, expansive, and proactive cybersecurity awareness 

program. A cybersecurity awareness program much like the Center of Excellence described by 

Participant 02 in the second study. Such a center of excellence, or a similar approach, addresses 

demographic issues, the primary one, in this case, being age, social factors such as computer 

literacy and acceptance of technology, socioeconomic problems such as illiteracy and works to 

foster self-efficacy on the part of the patient. 

 

 
 

Figure1.The Health Belief Model. 
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4. CONCLUSIONS  
 

After considering the study’s results, in the light of the health belief model as well as the past 

literature, it is possible to lay bare additional interpretations of the data analysis findings. For 

example, to better address a patient’s perception of threat (perceived susceptibility plus perceived 

severity) there is a strong need for on-going cybersecurity research that provides trustworthy and 

unbiased information to patients, providers, and the industry. Reliable research is required to 

support realistic perceptions of a patient’s susceptibility to harm and the severity of the harm they 

might face from a cybersecurity threat.  

 

Several participants observed that patient comprehension and ability to cope with the 

responsibilities and challenges of having wireless implanted medical devices would vastly 

improve if patient education and cybersecurity awareness began as early as possible, preferably 

before surgery. Increasing a patient’s ability to comprehend and cope adds to their perceived self-

efficacy, which directly contributes to the likelihood, per the health belief model, of a patient 

engaging in health-promoting behavior. For this study, those health-promoting behaviors are 

learning as much as possible about their device and remaining active and engaged participant in 

all aspects of their treatment.  

 

By transitioning from reactive to proactive cybersecurity risk and threat communications 

healthcare providers, in combination with the medical device industry, will be able to provide 

WIMD patients with better and timelier cues to action. The HBM demonstrates (in concert with a 

perceived threat, self-efficacy, and perceived benefits versus perceived barriers) that cues to 

action provide the spark, which ignites positive health behaviors.  

 

Finally, in helping patients see that the benefits of taking action outweigh the discomforts of 

overcoming physical, mental, or socioeconomic obstacles, healthcare providers, with the support 

of the industry, must be ready to assume a multi-faceted, iterative approach to patient 

communications and patient education to address a complex subject like patient cybersecurity 

awareness. Keeping in mind, healthcare organizations and their staff also require ongoing 

cybersecurity awareness training and education.  
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