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Abstract

Lightweight cryptography is an effective solution for ensuring confidentiality and privacy in
resource-constrained environments, particularly in Internet of Things (IoT) systems. These
systems consist of a large number of IoT devices, such as sensor nodes and embedded
devices that handle sensitive data and are connected via the Internet, making them
susceptible to various types of attacks. Considering the constrained processing capability,
memory size, and energy of these devices, this article proposes a lightweight block cipher
that aims to provide security for IoT devices, with a focus on achieving efficient software
implementation, particularlyin devices with 32-bit processors. The structural design of the
suggested algorithm is based on Type-2 Generalized Feistel Networks (GFN), which are
based on four branches of 32-bit and simple key scheduling. To enhance the diffusion and
strength of the GFN structure, a partial permutation layer has been added to the cipher.
Moreover, to reduce the implementation cost, a simple round function has been designed
using low-cost operations like Addition, XOR, and Rotation. Security of the suggested
algorithm has been validated through security analysis, and the results show meeting the
criteria for avalanche effect with 50.97% Key Sensitivity and 50.58% Plaintext Sensitivity,
and the correlation coefficient test results indicate a weak correlation between the plaintext
and ciphertext, this makes it difficult to retrieve the plaintext from the ciphertext. When
designing lightweight algorithms, one of the primary objectives is to enhance performance.
To evaluate the algorithm's performance, we tested its execution time, code size, memory
consumption, and throughput on real IoT devices, such as ESP8266 and ESP32, as an
embedded cryptographic module. Based on the experimental results and security analysis,
the suggested algorithm showed a good grade of security and higher performance in
encryption and decryption operations than other lightweight algorithms, which makes it
capable of providing a framework for securing data in the restricted IoT environment.
Keywords: Block Cipher, IoT Devices, Lightweight Cryptography, Performance Evaluation,
Security.
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Introduction

With the large deployment of resource-constrained devices in IoT applications, an
important research challenge is providing security services in an environment with limited
resources. The term "Internet of Things" refers to all devices that connect to the Internet,
either directly or through other devices. Several of these devices are often used within
networks, such as Wireless Sensor Networks (WSN) (Pereira et al., 2020). The authors
(Lachner & Dustdar, 2019) define resource-constrained IoT devices as devices with low
processing capability but have built-in Ethernet or WiFi abilities and a USB interface that
enables easy programming, providing a clear distinction between devices often utilized in
WSN. These devices have many limitations, not only in terms of computational power but
also in the available power that may depend on batteries or energy collection methods.
Although these limitations, these devices are commonly utilized in many fields such as
Smart Cities, Smart Industry, Smart Health, and many applications (Sutar & Mekala, 2022)
because of their low cost or smaller space requirements. [oT systems are spreading and
growing more common in our everyday life, where many devices collaborate to sense,
analyze and store various types of data. This presents several security and privacy issues,

particularly when dealing with sensitive data.

Given the presence of unsecured network services with the ease of physical access to
the end nodes devices like sensornodes and RFID tags, as well as the possibility of hacking
the devices’ web interfaces, the requirements for securing these devices are an important
issue. Security mechanisms ensure the availability of an IoT ecosystem's services. Physical
devices or end nodes are the primary attack surface for attackers in IoT systems (Noor &
Hassan, 2019). One of these security mechanisms is encryption. The IoT ecosystem's node
devices as they were manufactured have many restrictions such as lower computation
capabilities, limited battery charge, and limited storage, making embedding conventional
encryption not suitable. Lightweight cryptography addresses these limitations and has
gained popularity in this domain (Thakor et al., 2021). According to NIST, Lightweight
cryptography (LWC) is a cryptosystem with characteristics that have been designed to
satisfy the needs of devices with various limitations, particularly those with limited
resources (McKay et al., 2017). For cryptographic applications like data privacy, integrity,
and confidentiality, a block cipher is used as a crucial primitive and ensures end-to-end
security. Over the past few years, there has been a lot of interest in the study of designing

and evaluating Lightweight Block Ciphers (LBC) (Hatzivasilis et al., 2018).

Several LBCs were suggested throughout the years in the literature, regarding their
structure, block ciphers can be classified into: Substitution Permutation Networks (SPN),
Feistel Networks (FN), Generalized Feistel network (GFN), ARX (Addition, Rotation, and
XOR), and hybrid. Although many LBCs have been proposed, each algorithm differs from
the other in terms of its suitability for a specific platform in terms of cost and performance,

its difference from one application to another, and the level of security required. Table 1
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summarizes the basic cryptographic primitives of various LBC algorithms with different

structures.
Table 1

Cryptographic Primitives of LBC

Algorithm Key size Block size Rounds Inner Target

in bits in bits Structure Environment
AES
1998)
HIGHT GFN

128 64 32 H.W, S'W
(Hong et al., 2006) +ARX
Piccolo
(Shibutani et al., 80/128 64 25/30 GFN H.W
2011)
Chaskey

128 128 8 ARX S.W
(Mouha et al., 2014)
LEA GFN

128/192/ 256 128 24/28/32 H.W, S'W
(Hong etal., 2014) +ARX
SIMON 32/36/42/44/

64/72/96/128 32/48/64/ 52/54/68/69/ FN HW S.W
(Beaulieuetal., 2015) /144/192/256 96/128 7 S
SPECK 22/23/26/27/

64/72/96/128  32/48/64/ 28/29/32/33/ FN+ARX H.W,S.W

. + W, S.

SIMECK

64/96/128 32/48/64 32/36/44 FN H.W, S'W
(Yang etal., 2015)
RECTANGLE

80/128 64 25 SPN H.W, S'W
(Zhanget al., 2015)
RoadRunner
(Baysal & Sahin, 80/128 64 10/12 FN S.W
2016)
CHAM GFN

128/256 64/128 80/96 H.W, SW
(Koo etal., 2017) +ARX
GIFT

128 64/128 28/40 SPN H.W, S'W
(Banik etal., 2017)
LiCi

128 64 31 FN H.W, S.W

(Patiletal., 2017)
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Many studies have been presented to benchmark the performance of various LBCs
(Makarenko et al.,, 2020) (Dinu et al., 2018). The trade-off between cost, security, and
performance is the main factor that determines how a lightweight cryptography algorithm is
designed. According to Shannon's definitions, to design a secure cipher, two properties must
verify confusion and diffusion. Confusion means maintaining the relation between the
cipher text and the secret key obscured, while diffusion means making the relationship
between the cipher text and the plain text obscured. For encryption and decryption
purposes, a symmetric block cipher employs the same secret key. The fixed bit-lengths
(block size) of the plaintext and ciphertext are both predetermined. For a preset number of
rounds, different operations are applied to these blocks in each round. Despite the high-
security level of the SPN cipher, its implementation is complicated and costly due to the use
of non-linear component S-boxes. In the FN cipher, a plaintext is split in half and a round
function is performed to one half before the result is added to the other half. All operations
in the FN structure, are symmetrical both encryption and decryption, but in reverse order,
so there is no need to design a decryption function. This type of inner structure reduces half
the design time for hardware implementation. Despite this advantage, FN requires more
rounds to achieve strong diffusion. An improvement for Feistel structure is GFN, which
divides the plaintext into K sub-blocks where K is greater than 2. The Type-2 GFN is a
common form of GFN (Suzaki & Minematsu, 2010), where each pair of consecutive sub-
blocks is exposed to a Feistel transformation, and then the sub-blocks are permuted.
Although this type is easy to implement, its diffusion property is low, and it is also affected
by the type of permutation and the value of k if it is large. Compared to the previous types of
structures mentioned, the ARX structure cipher has a small RAM footprint and a smaller
code size (Dinu et al., 2018). This article suggested a lightweight devices data encryption
algorithm (LWDDEA) to secure data in a restricted IoT environment. The main objectives of

the suggested algorithm:

1. LWDDEA is designed for software implementation, especially to be suitable for
execution on devices with 32-bit processors and limited memory capabilities. The proposed
algorithm can be used to design a security framework for an application that utilizes devices
with limited resources and ensures end-to-end data security from the deployment point
through data storage.

2. LWDDEA has a GFN structure. This type of construction will be an asset in
designing a lightweight round function where the encryption process can be converted to a
decryption process in a simple manner and at minimum cost.

3. The balance between higher security and higher implementation can be achieved by
using an iterative block cipher structure with a configurable number of rounds and simple
ARX operations in each round. To satisfy confusion, modular addition is used to archive
non-linearity. For linearity, a partial permutation layer was added to improve the diffusion

property of GFN.
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4. The fundamental computations operate on complete words of data at once, the word
length allows the algorithm to be adaptable to different processors. The overall structure
supports the algorithm being adaptive to many types of processors, the 128-bit block size
can be split into different word sizes, which enhances the performance.

S. LWDDEA based on simple key scheduling with key sizes of 128 bits provides the
algorithm resistance to thwart brute-force attacks and MITM attacks, in addition to using
key whitening to thwart weak key attacks.

The article is structured in the following order: Section 2 addresses current research
related to the design and performance evaluation of LBC algorithms. Section 3 introduces
the methodology used for designing and specification the suggested algorithm, and Section
4 demonstrates the security criteria used to assess the security of the suggested algorithm.
Section 5 will clarify the performance evaluation of the suggested algorithm and list the
benchmarking metrics that will be used in this evaluation to compare the performance
results of the suggested algorithm with other lightweight algorithms. The software and
hardware used in the evaluation experiments are also mentioned in this section. Lastly,

Section 6 showed the conclusion.

2. Related Works

This section discusses papers related to the design of lightweight block ciphers. The
papers take two directions either adapting existing cryptographic algorithms to meet the
requirements of resource-constrained devices or designing new lightweight block cipher
algorithms specifically for the constrained environment. In 2017, (Koo et al., 2017),
suggested a new LBC called CHAM based on the ARX operations was introduced for optimal
hardware and software performance. CHAM family consists of three cipher standards,
CHAM-64/128, CHAM-128/128 with 80 rounds, and CHAM-128/256 with 96 rounds.
CHAM cipheris designed to get a higher degree of effectiveness than SIMON and SPECK in
constrained environments. In 2021, (Thabit et al., 2021), introduced a new LBC named
NLCA to enhance data confidentiality in the cloud computing environment. NLCA structure
follows a hybrid of FN and SPN. For data transmission security in cloud services, they use
128-bitfor block size and 128-bitfor key size, Many operations including XOR, XNOR, AND,
OR left shift, substitution with S-boxes, and swaps, are used in each round to complicate
the encrypted data. Several suggestions for enhancing the lightweight block ciphers with
Feistel structure have demonstrated exemplary performance. A new version of Speck called
Speck-R has been suggested (Sleem & Couturier, 2020), it is based on a hybrid structure
that combines the ARX structure with a layer of dynamic substitution to strengthen the
security level, this layer varies depending on the dynamic key, Speck-Rdecreased the Speck
algorithm's rounds from 26 to 7 which reduce the execution time. Slim cipher (Aboushosha
et al., 2020) adopts a conventional Feistel structure that uses 4-bit S-Boxes to achieve
confusion in the round function, resulting in reasonable security and superior hardware

performance. Despite the improvements in the cipher structure, the need to minimize
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performance drawbacks through appropriate analysis of resource-constrained devices
should be emphasized. Seok and Lee (2019) proposed a method known as two-way modular
arithmetic to enhance the efficiency of executing a lightweight block cipher with an ARX
structure. this technique improved the performance of SPARX 64/128 and CHAM 64/128
lightweight algorithms on a 32-bit processor. Another important aspect of designing
lightweight cryptographic algorithms is related to evaluating the performance on different
platforms. On the performance evaluation of LBC, different approaches for security and
performance evaluation of LBC based on restricted environment (platform), and target
applications have been discussed and show their experimental results, in 2020,(Makarenko
et al., 2020), the authors compare the throughput, using energy and, the utilized RAM and
ROM of several selected lightweight block ciphers and conventional block ciphers (AES,
CLEFIA, DES, Triple DES, TEA, XTEA, IDEA, PRESENT, SEA, SPECK, and TWOFISH) to
find the most suitable cryptographic schema for IoT devices. Experimental results were
obtained using the Cooja simulator using z1 motes using MSP430F2617 microcontroller
(16-bit) architecture. In comparison to the other algorithms, it has been found that
PRESENT is considerably less performance and SPECK cipher shows better results in all
metrics, and the software performance of lightweight encryption algorithms can be affected
by bit-level operations and increasing the number of rounds. Due to resource-constrained
devices relying on low-end microcontrollers, Software optimization techniques are necessary
to improve low-level performance. In 2021, (Panahi et al., 2021) compare the evaluation
metrics: RAM and ROM consumption, execution time, throughput, and energy consumption
for ten LBCs: AES, PRESENT, LBlock, Skipjack, SIMON, XTEA, PRINCE, Piccolo, HIGHT,
and RECTANGLE by using Raspberry Pi 3(64-bit ARM Cortex processor) and Arduino Mega
2560 (ATmega2560 8-bit microcontroller) as a restricted environment for IoT applications to

find the most suitable lightweight algorithm for this IoT devices.

3. Specification of the Proposed LWDDEA Algorithm

LWDDEA is a lightweight block cipher that utilizes a key of 128-bit, block size of 128-
bit, and 16 rounds. The fundamental structure for the Proposed Algorithm is a Type-2 GFN
with four branches of 32- bits. For explanation, Table 2 lists the notations used for the

suggested algorithm and Figure 1 shows the structure of the suggested algorithm.
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The proposed LWDDEA notations Description

Symbol Description
w Word size (bits)
R Round number
Mk Master Key
Wk Whitening key
Pt Input Plaintext block 128-bits
Ct Ciphertext output block 128-bits
Pt; sub-block Plaintext 32-bits
Ct; sub-block Ciphertext 32-bits
Sk; 32-bit subkeys or round keys for j» round
+ addition modulo 2%
= subtraction modulo 2%
x multiplication modulo 2%
@ Bitwise exclusive — OR
« Shift left
a, b W-bit variables
a<<hb Cyclic rotation a to the left by a given amount of b
a > b Cyclic rotation a to the right by a given amount of b
alb concatenation a with b
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Pre-key whitening

Plaintext (128-bits)

A

A 4

A 4

Pt (32-bits)

Pt,(32-bits)

Pt,(32-bits)

Pt3(32-bits)

Wk,

A 4

Wko

'

XOR

Pto II Ptz (64-bits)

Partial Permutation Layer

; M
|_I,t3 (32'bit$)

i Pt, (32-bits)

Pt,(32-bits)

Pt,(32-bits)

S - - .. T - - - -.-.F. - -. .
1 y |
| Pt', (32-bits) l Pt', (32-bits) | |
1
T ' XOR XOR .
Y] i ' Skl
S i
&« I Rotation Rotation 1
) ! :
S 1
3 1 ] ]
& . Sk[i] > + 4_ Skli +1]
i A4 A\ I
1
' Pt', (32-bits) Pt'; (32-bits) Pt', (32-bits) | | Pt's (32-bits) :
1 —
Round i’ermutation !
1
I
1

\ 4 l A\ 4

Ciphertext (128-bits)

Figure 1. The proposed Encryption algorithm

3.1 SubKeys Generation

The SubKeys Generation algorithm included two parts, firstly, whitening keys
(Mg .Ml) 32 bits are extracted from the user-supplied master key(Mk) of 128-bit, and
these two keys will be used in pre-key whitening and post-key whitening steps. The second
part is the Key generation process, where 34 subkeys SKg_Sk33 of 32 bits are derived from

the master key (MK) that is utilized for the encryption and decryption processes. The

SubKeys Generation algorithm is explained in Algorithm 1. The value of c3represented the

shift-left amount parameter and was determined by the five lower-order bits from the part of

the master keyM k- .
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Algorithm 1 SubKeys Generation algorithm

Input: 128-bits Master Key (Mk)
Output: 32-bit subkeys [Sky,Skq,Sks, ..., Skas]

1: Partitioning 128-bits Master Key (Mk) into 4 equal parts
(Mko, Mky,Mky, Mks) — Master Key (Mk)

2: Extract 32-bit whitening key Wko, Wk, |
Wkﬂ - Mk{] 5 Wkl = Mkz

Generate 32-bit subkeys [Skg,Sky,Sk;, ..., Skas]
for j=1 to (2R+ 2) do

A=Mk; «c3

B=(Mk,+Mk;)+1

C=Mky +Mky)+3

Mk([jmod4] =C+ (AB B)

Sk[j]l= Mk[j mod 4]

10: End for

. ® N 2 9 AL

11: return subkeys [Skq,Skq,Sk;, ..., Skss]

3.2 The Proposed Encryption Algorithm

In the encryption algorithm, firstly, a plaintext Pt of 128 bits is loaded into an internal
state of 128-bitto be utilized in the process of encrypting which produces a ciphertext Ct of
128-bitthat is loaded into an internal state of 128-bit to be utilized for decryption process,
where Pt, Ct € {1,0}}%%. The internal state of the plaintext Ptis divided into four sub-block

with equal size, Pt;, Ct; € {1,0}°? where (0 = i < 4), such that Pt =Pty || Pty || Pt; || Pts |
also, the internal state of the ciphertext Ct is divided into four sub-block- such that
Ct =Cty Il Cty Il Ct; Il Ct3 for the decryption process. For implementation on a 32-bit
processor, the word size is equal to 32 bits. The master key (MK) is 128-bit and for each
round R, there are Sk; € {1,03*2(0 = j < 2R + 2) subkeys or round keys extracted from
Mk by the SubKeys Generation algorithm. Wko, Wk, are extracted from Mk and

subsequently used as whitening keys in the pre-key whitening step and post-key whitening
step, respectively. The Key whitening does not offer protection against analytical attacks,

but it can be used to improve security by strengthening a cipher key space. The addition of
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these two steps helps to disguise the exposed from the plaintext, which was input to the
first round and also disguises the exposed from the ciphertext, which was input to the last

round.

To increase the security of the GFN structure a diffusion layer is added. The partial
permutation layeris used to improve the security against cryptanalysis by utilizing an 8-bit
word instead of a 32-bit word to unbind the 32-bit word structure. As shown in Figure 2
first, Pty and Pt;are concatenated to constructed 64-bit block and then, partitioned into
8-bit words (xp Il 1 I 25 I 23 Il =+ |l x7), after that permutation is done similarly to

(Shibutani et al., 2011). Finally, the new values of Pty, Pt; are combined again with

Pt,, Pt3 to enter the round function.

32-bit + 32-bit ’i’

Plain text | Pty | Pty | Pty | Pty |
128-hit

64-bit |Xg |X1 |Xz |X3 |X4 |X5 |X6 |X7| Pty Il Pt,

e pd

Plain text , ,
Pt Pt Pt Pt
128-bit | 0 | : | 2 | 3 |

Figure 2. Partial Permutation layer

Algorithm 2 describes the pseudo-code of the LWDDEA encryption. The values of c1
and c2 represent the cyclic rotation amount parameters and are determined by the five
lower-order bits from the results of x1 and x2 respectively. In the decryption process, all

steps are similar to the encryption process but are performed in reverse order. Subtraction
modulo 2v is used instead of addition modulo 2% operations in the decryption process, in
addition, the sequence in which the whitening keys are used in the decryption process is

inverted.
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Algorithm 2 The proposed LWDDEA Encryption

Input: Plaintext 128-bits, 32-bit subkeys [Skgy,Skq,Sks, ..., Skas]

Output: 128-bits Ciphertext

1: partitioning 128-bit plaintext Pt into 4 equal parts
2: (Pty, Pty, Pt;, Pt3) — plaintext(Pt)

3: Pre-key whitening:

4. Pt, = Pt, @ Wk,

5: Pty = Pt; @ Wk,

6: Pt'y, Pt';— Partial Permutation ( Pty || Pt;)
7: fori=2to 2Rdo

8: xl = (Pt’g x ((Sko @ Pt'y) +2)) > 5
9: x2 = (Pt’z X ((Skl @d Pt',) + 2)) 5> 5
10: Pt'y = ((Pt; @ x1) >> ¢2) + Sk[i]

11: Pt'y = ((Pty @ x2) >» c1) + Sk[i + 1]
12: Perform Round Permutation:

13: Pt, = Pty

14: Pt, = Pt',

15: Pt, = Pt/

16: Pt; = Pty

17: =i+2

18: Post-key whitening

19: Pty = Pty © Wk,

20: Pt, = Pt & Wk,

21: return Ciphertext (Ct)— (Pto Il Pty || Pt; || Pt3)

4. Security Criteria

This section demonstrates the simulations used to evaluate the security of the
suggested LWDDEA algorithm. To meet confusion and diffusion properties, the produced

ciphertext is evaluated based on the following security criteria :
4.1 Avalanche Test

This test is used to estimate the strength of the cipher against attacks such as brute

force attacks. If the average of 50% of the output bits differs from one input bit change in
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the plain text or the secret key, then the avalanche effect is satisfying optimally. The state,
when the avalanche effect is unsatisfied, refers to poor randomization for the cipher. This
test has been applied in measuring the security of block ciphers (Encarnacion, 2020), the

following equation is used to calculate the avalanche effect:

no.of the changing bits in the ciphertext
*

Avalanche % = 100 (1)

no.of bits inthe ciphertext

Two different methods are used in this evaluation (Banani et al., 2021) (Zakaria et al.,
2022), the plaintext sensitivity test and the key sensitivity test. To evaluate the produced
ciphertext, the plaintext sensitivity test is used. The master key remains fixed, whereas the
plaintext undergoes a one-bit flip. The key sensitivity test measures how much the
ciphertext changes due to the key's single-bit change. It can be explained by the fact that if
the key sensitivity is close to the optimal value, then the change in the ciphertext will be
close to 50%. An algorithm is considered key-sensitive if it is impossible to retrieve the

original data when the key differs only a bit from the original key.
4.2 Correlation Coefficient Test

This test is used to examine the non-linear feature. By using the cipher text generated
from specific input data, the correlation coefficient R is calculated from equation (2), (

Zakaria et al., 2022).

R = Z?:l[pti'_AE]{Ct!'_AE] (2)

\‘ll Z}‘:l{pti _AE}z Z?:l{Ct!' _AE]z

Where L is the length of the plaintext or the ciphertext. pt; and ct; are the #" places of
the bits in Pt and Ct, respectively, and iranging from (0 ... 128). AE is the avalanche effect
between the cipher text and the plain text and is calculated according to equation (1). The
acceptable result ranges for the correlation coefficients, which have values between -1 and

+1, are shown in Table 3 (Zakaria et al., 2022).
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Table 3

Results Indicators for the Correlation Coefficient (R)

Conditions Correlation Coefficient(R) Results Indicators
R=0 Non-linearrelation
(O<R<0.3)or(-0.3<R<0) Weakly (positive /negative) linear relation
(0.3 <R <0.7)or (-0.7 <R < -0.3) Medium (positive /negative) linear relation
(0.7<R<1)or (-1 <R<-0.7) Highly (positive /negative) linear relation
R =%*1 Strongly (positive /negative) linear relation

4.5 Security Analysis Results

For the plaintext sensitivity test, a random 16-byte plaintext input encrypted with a
16-byte fixed key is used. By flipping one bit at a time, the plaintext was used to make
several states, and the avalanche effect between these states was then calculated. Table 4
explains the outcomes ofthe diffusion range and average diffusion for a different state when
one bit is flipped in plaintext. From the results in Table 4, more than half of the ciphertext
bits are modified, resulting in an average avalanche effect of 50.58 percent for the proposed

algorithm.

In the key sensitivity test, a random 16-byte key input is used to encrypt 16 bytes of
fixed plaintext. By flipping one bit at a time, the key was used to make several states, and
the avalanche effect between these states was then calculated. The outcomes of the key
sensitivity test for the proposed algorithm are shown in Table 5. It shows that the algorithm
achieves the criteria related to key sensitivity. The results summarize the diffusion range
and average diffusion of 50.97 percent for the proposed algorithm when the plaintext is kept

constant and the secret key undergoes a change by flipping one bit.

o
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Table 4

Avalanche effect using variable single-bit flipped plaintext with fixed secretkey =
(000102030405060708090a0b0c 0d0eOf) ;6

State
Plaintext (Hexadecimal) Ciphertext (Binary) 128-bit
Number
10110011010000011000101100001001010001010
01000101000101110011110100001111000100011
1 00000000000000000000000000000000
11000100011101101100001010000001100001000
11111
01000010001110010110001111000011110100100
00011001111101101101100010010000111010100
2 00000000000000000000000000000001
01110001000111101010000000011110010101000
10010
01010111111100111111010000111010101101001
01000001100011010111011001000100010110001
3. 00000000000000000000000000000002
01000001011110111110101111100001110001011
01011
00001110101010101001010101110111001100100
01100101011100100111110110111000000100010
4 00000000000000000000000000000003
11100101111000010111000011001011101110110
00001
01000110011010111100010000101000101001000
01110100010001110111010111111111000110110
5 00000000000000000000000000000004
01001011011001011110010000000011100110100
11111
11001110111010000111001011101010011011011
11111100011101111101100011001100101001101
6 00000000000000000000000000000005
01010001101110101101100011010011101100110
10101
01111001110101111101101011110000001001101
01111110101000100101001011010101110010010
7 00000000000000000000000000000006
11001011010000110111101001111010010100111
11010
11011111001000100101011000101101100001100
11100011000110111100100100101011111111010
8 00000000000000000000000000000007
00000011010101001001011100010110101010000
11011
& ™ n < < €] ) 0 © ~ ©
-2 £ £ S s g s 18 8 £ 3 g
) 5 = — = o — — 4 = — = = =
o oo 3 3 3 3 3 3 2B 3 3 3 3
8 g — — — N ™ <+ y o ~ N ™ To)
E ¥
53 6
Z a 72 57 51 69 66 64 68 73 63 73 60
(@]

Diffusion Range = 51 - 73, Average diffusion = 64.75 (50.58%)
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Table 5

Avalanche effect using variable single-bit flipped key with fixed plain text =
(00000000000000000000000000000000) 16

State

key (Hexadecimal) Ciphertext (Binary) 128-bit
Number

11100011000110111100110010111011010110
01001100011011001010000001010111101001
01010010010010011010111100011000110001
10101010011110

1 001122334455667788992a2b2c2d2e2f

11110111101010001000011010001111001011
11010110111100000100100110110110100011
01001011110100011101010010011101101101
00000010100000

2 011122334455667788992a2b2c2d2e2f

01010001100111100011011100111110000111
10110011101111000001100110001110001011
01101111001010100001000110100100011110
10000101001101

3 021122334455667788992a2b2c2d2e2f
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For the Correlation Coefficient test, 1000 randomly generated plaintexts and 5 random
keys generated have been used to evaluate the Correlation Coefficient. Analysis results of
the Correlation Coefficient based on plaintext and ciphertext are explained in scatter charts
as shown in Figure 3. A set of 1000 plaintexts is encrypted using one of the random keys,
and the resulting R-value is classed according to how the plaintext correlates with the
ciphertext. Table 6 classifies the results of R-values into ranges and shows the average value
of the five groups. The results indicate that the majority of the R-values vary from O to 0.3

and -0.3 to O, referring to a weak linear relation between the plaintext and ciphertext.
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Figure 3. Correlation Coefficient analysis
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Table 6

Correlation Coefficient analysis outcomes between plaintext and ciphertext

~ 2
Random 8 ° o S " '\'/' E
° vt & Vi v &

Key ‘": & vi & & s v s

v A v Vi ~ ~ -

. () N~ o N Il

(=] Q o o (<] Q &
Key1l 13 424 440 70 53 0 0 0
Key2 13 423 426 66 72 0 0 0
Key3 12 451 432 59 46 0 0 0
Key4 10 421 427 63 78 1 0 0
Key5 12 447 404 65 71 1 0 0
Average 1.2 43.3242.58 6.46 6.4 0.04 o (0)

5. Performance Evaluation Results

For Performance evaluation, we chose two widely used embedded devices, NodeMCU
ESP8266, and WROOM-32 ESP32, to implement and evaluate the suggested algorithm's
performance, these devices have been employed as microcontrollers for sensor nodes in
different IoT applications (Caraveo-Cacep et al.,, 2023). Table 7 lists some of the main
specifications of these devices, the two devices have a 32-bit processor that is compatible
with 32-bit word size, although the ESP32 has dual processing cores, we only used one
since most lightweight cryptographic algorithms are built for a single core. The proposed
algorithm has been compiled in the Arduino development environment by using ESP32

Arduino Core and ESP8266 Arduino Core boards.

Researches on lightweight cryptographic algorithms take three directions: hardware,
software, and hardware /software implementations (Hatzivasilis et al., 2017). According to
the implementation method hardware or software, several metrics are utilized to evaluate
the performance of lightweight algorithms. Since the suggested algorithm is targeted at
software implementation, we will concentrate on software implementation only. Among the
primary objectives of software implementations, is to maintain RAM/ROM and CPU
requirements as minimal as possible to reduce power consumption and the cost of the
devices. Therefore, good performance depends on decreasing the number of CPU cycles and
having a small memory footprint. Accordingly, the following benchmarking criteria have

been utilized in evaluating the performance of the suggested algorithm:

¢ Execution Time
In IoT applications, a lower execution time is requested, therefore, the execution time
of the algorithm must be taken into consideration during the design phase, with

maintaining the necessary level of security. In the valuation process, the execution time has
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represented the time taken by an algorithm to encrypt and decrypt a specific block of data.
To measure the execution time, we take the difference between the time before and after the

operations.

e Memory usage

An important consideration for the restricted IoT environment is the limited memory
that the devices have. Many program execution errors occur when the limited memory
capacity is exceeded. RAM usage represents how many bytes are required to store the
intermediate values used in all operations, while ROM usage represents how many bytes are

required to store the code size of the algorithm and static data.

e Throughput
Based on the processor’s frequency, throughputis the fraction of the data size in bytes
to the total execution time in bytes persecond. For any encryption system, high throughput

is required with maintaining an acceptable level of security.

To set a comparison between the performance of the suggested algorithm to other
presented lightweight benchmarked algorithms, we chose two lightweight block ciphers, AES
(Daemen & Rijmen, 1998) and SPECK (Beaulieu et al., 2015). AES is tailored for hardware
and software implementations. Even though it is not a lightweight cipher, a lot of IoT devices
use this cipher. SPECK is specifically optimized for software implementation. several studies
presented comparisons related to the performance of lightweight encryption algorithms on
different platforms and different targeted applications, the SPECK algorithm was chosen to
compare its performance with the performance ofour proposed algorithm as it outperformed
other lightweight algorithms in terms of throughput and energy use (Makarenko etal., 2020)
(Pei et al., 2018). Table 8 explains the test vectors that will be used in our performance

evaluation experiments.
Table 7

Specifications of NodeMCU ESP8266 and ESP32

NodeMCU ESP8266 WROOM-32 ESP32
CPU Xtensa Single-core Xtensa Dual-Core
Bus Width 32 32
Clock Speed (MHz) 80 MHz 240 MHz
SRAM 128 KB 512KB
Flash memory 4MB 4MB
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Table 8

Test vectors for performance evaluation

Pt 646f6e746261636b7468697320776179
Mk 0f0e 0d0cOb0a090807060504030201 00
Ct 7a6dc9ba57f50e1708b611c00ee286d9

To test the available memory in the device, the memory utilization of the proposed
algorithm was analyzed. Table 9 summarizes the memory consumption on the two target IoT
devices. From the results in Table 9, the suggested algorithm consumes a small amount of
the total device memory. Even the highest SRAM consuming uses only 32% of the whole
SRAM, leaving enough effective space for other applications and making it convenient for its

deployment in an IoT environment.
Table 9

Memory usage and the total code size comparison of the proposed algorithm on the
embedded IoT devices

Total Usage Used Usage
»
o Cod SRAM SRAM
8 B Operations ? € Space .
s 'g Size (%) (bytes) (%)
= (bytes)
Encryption+ Key generation 264120 25% 26976 32%
(=]
% § Decryption+ Key generation 264088 25% 26976 32%
o
® B Encryption + Decryption +
é % P P 264408 25% 26992 32%
Key generation
Encryption+ Key generation 199472 15% 13200 4%
g Decryption+ Key generation 199460 15% 13200 4%
o,
N . .
[ Encryption + Decryption +
199696 15% 13216 4%

Key generation

To compare the results of the performance evaluation with AES and Speck algorithms
in a fair way, both algorithms are compiled in the Arduino IDE and tested using the Arduino
Cryptography Library (Sarker et al.,, 2020). We chose exclusively 128-bit encryption
algorithms to match our 128-bit key size, so AES128 and Speck128 tests were chosen.
Similar to our algorithm, the Electronic Codebook (ECB) mode was chosen for the AES128
and Speckl128 tests due to its linearity and lower complexity. Table 10 shows the
comparison results in terms of the execution time (us/byte) for the proposed algorithm's

encryption, decryption, and SubKeys Generation with ASE and Speck algorithms. The
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results from Table 10 show that key setup time takes the largest amount of time compared
to other operations. Furthermore, the times required for encryption and decryption are close
together in both devices because the same operations are used but in reverse order and
operations only involve static-length data. Figure 4 and Figure 5 compare the key setup,
encryption, and decryption times between the algorithms on the ESP8266 and ESP32,
respectively. The results of the implementation on the ESP32 showed that the algorithm
required more time in the key generation phase compared to the AES algorithm, but it
overcame the encryption and decoding times, this is due to the dedicated piece of hardware
cryptography accelerator inside the ESP32 chip. Compared to the key setup of the Speck
algorithm, the proposed algorithm showed a lower execution time on both devices. In both
Figure 4 and Figure 5, we can see that the encryption and decryption times of the suggested
algorithm are faster than the ASE and Speck algorithms on both MCUs and more quickly on
the ESP32 microcontroller. The minimum execution time consumed was 0.14 us for
encryption and decryption operations on the ESP32 MCU, this is a very small amount of

time that can be consumed in a constrained IoT environment.

ESP8266
M zet key W Encryption Decryption
35.03

2385
=
=
o
£
™=

9.16 9.11
6.41
0.99 0.98 0.72 0.73

AES-12B-ECB Speck-128-ECB LWDDEA

Figure 4. Run-time performance evaluation of AES, SPECK, and the proposed LWDDEA
algorithm on NodeMCU ESP8266

ESP32

W setkey M Encryption Decryption
9.05

Time {(us)

086 535 0.39

AES-128-ECB Speck-128-ECB LWDDEA
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Figure 5. Run-time performance evaluation of AES, SPECK, and the proposed LWDDEA
algorithm on ESP32

Table 10

Implementation comparison regarding execution time (us per byte) and throughput

(bytes per second) on embedded IoT devices

Operation Algorithm ESP8266 ESP32
AES-128-ECB 35.03 0.65
Key setup Time (us) Speck-128-ECB 23.96 9.05
LWDDEA 9.15 3.09
AES-128-ECB 6.41 0.38
Encryption Time
Speck-128-ECB 0.99 0.38
(us/byte)
LWDDEA 0.72 0.14
AES-128-ECB 9.16 0.39
Decryption Time
Speck-128-ECB 0.98 0.37
(us/byte)
LWDDEA 0.73 0.14
Encryption AES-128-ECB 156,064.98 2646,465.31
Throughput Speck-128-ECB  1006,200.71 2645,677.62
(byte/second) LWDDEA 1387,612.09 7080,272.59
Encryption AES-128-ECB 9,754 165,404
Throughput Speck-128-ECB 62,887 165,355
(block/second) LWDDEA 86,726 442,517

6. Conclusion

This paper suggests a cryptographic security solution related to the constrained IoT
environment. Given the IoT devices' resource restrictions, which include memory utilization,
processor speed, and cost, conventional cryptographic techniques are inappropriate for the
IoT environment. A lightweight encryption algorithm was introduced to be compatible with
the limited resources ofIoT devices. The algorithm is based on a combination of Type-2 GFN
and ARX structures. To enhance the strength of Type-2 GFN, a diffusion layer was added to
the inner structure. The round function was based on low-cost ARX operations to give the
algorithm fast encryption and decryption with low memory consumption. According to the
outcomes of the security analysis, the algorithm meets the avalanche effect criteria and

passes the plain sensitivity and key sensitivity tests. For the correlation coefficient test, the
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algorithm produced R-values ranging from O to 0.3 in the positive direction and from 0.3 to
0 in the negative direction, these values indicated a weak correlation between the plaintext
and ciphertext. The performance was evaluated and compared to AES and SPECK
algorithms on two real IoT devices with 32-bit processors. The results of the evaluation
showed small execution time and high throughput compared to other algorithms. The
results also showed that the proposed algorithm has small memory consumption,
commensurate with the limited resources of these devices. The overall structure supports
the algorithm's ability to be adaptive to many types of processors, where the 128-bit block
can be divided into different word sizes. For further research, it is suggested to adapt the
word length to other processors with 8-bit or 16-bit processors, which enhance the

performance.
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