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2 Clarivate

Analytics

NAS RK is pleased to announce that News of NAS RK. Series of geology and technical
sciences scientific journal has been accepted for indexing in the Emerging Sources Citation
Index, a new edition of Web of Science. Content in this index is under consideration by Clarivate
Analytics to be accepted in the Science Citation Index Expanded, the Social Sciences Citation
Index, and the Arts & Humanities Citation Index. The quality and depth of content Web of
Science offers to researchers, authors, publishers, and institutions sets it apart from other
research databases. The inclusion of News of NAS RK. Series of geology and technical
sciences in the Emerging Sources Citation Index demonstrates our dedication to providing the
most relevant and influential content of geology and engineering sciences to our community.

KaszakcmaH Pecniybnukacel ¥immbiK fbliibiM akademusicbl "KP ¥FA Xabapnapbi. [eonozausi xoHe
MmexHUKarbIK FbiribiMOap cepusicbl” fbinbIMU XKypHanbiHbiH Web of Science-miH xaHanaHfFaH Hyckachl
Emerging Sources Citation Index-me uHOekcmernyze KabbindaHraHblH xabapsaldel. byn uHdekcmerny
b6apbiceiHOa Clarivate Analytics komnaHusicel XypHandel odaH opi the Science Citation Index Expanded,
the Social Sciences Citation Index xeHe the Arts & Humanities Citation Index-ke kabbinday maceneciH
Kapacmbipyda. Webof Science sepmmeywinep, aesmopnap, 6acnawhbinap MeH MekeMmesriepee KOHmMeHm
mepeHdiei MeH canacbiH ycbiHalbl. KP YFA Xabapnapbi. [eonoeusi XeHe MeXHUKasbIK fblibiMOap
cepusicbl Emerging Sources Citation Index-ke eryi 6i30iH KoramOacmbiK YWiH eH e3ekmi xoHe 6edesnodi
2e0/102Us1 XKoHe mexHUKarbIK FbliibiMOap 6olbiHWa KoHmeHmke adanobifbiMbi30bi 6indipedi.

HAH PK coobuwaem, 4mo HayuyHbll xypHan «Mseecmuss HAH PK. Cepusi 2eonoauu U mexHu4eckux
Hayk» 6bin npuHsam 0ns uHlekcuposaHusi 8 Emerging Sources Citation Index, o6HoeneHHol eepcuu Web
of Science. CodepxaHue 8 amom UHOeKcuposaHUU Haxodumcsi 8 cmaduu pacCMOMmpeHUs: KoMmrnaHuel
Clarivate Analytics Ons OanbHelweao npuHsmus xypHana e the Science Citation Index Expanded, the
Social Sciences Citation Index u the Arts & Humanities Citation Index. Web of Science npednazaem
Kadyecmeo u eanybuHy KoHmeHma Ons uccriedosamesiel, asmopos, u3damesiell U y4pexoeHudl.
BkriroueHue Uzsecmusi HAH PK. Cepusi eeonozuu u mexHudeckux Hayk 8 Emerging Sources Citation
Index demoHCmMpupyem Hawy rnpueepXxeHHoCcMb K Hauboriee akmyarnbHOMY U 8/IUSIMEsIbHOMY KOHMeHmy
10 2e0/102UU U MeXHU4YeCKUM Haykam Oris Hauleeo coobwecmsa.
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THE INVESTIGATION OF THE INTERNET OF THINGS (IoT)
IN ELECTRIC POWER SYSTEMS

Abstract. In recent years, with the continued growth of energy demand, intelligent energy systems have beco-
me a common choice for the world's energy to meet the challenges of the future. Currently, the rapid development of
the Internet of Things leads to the use of new, advanced solutions in various fields. One of the target markets for IoT
is electric power systems. This article presents the current state of electric power systems based on IoT. The architec-
ture of the Internet of Things and its components, as well as its importance in electric power systems, have been
studied. The methodology and structure of the application of the Internet of Things in the electric power industry are
shown.

Keywords: Internet of Energy (IoE), The Internet of Things (IoT), electric power systems, power systems
control.

Introduction. Currently, experts are already talking about concepts such as the Internet of Energy [1]
and the Internet of Things [2]. One example of the implementation of these concepts is the so-called Smart
Grid which assesses the need for electricity and redirects it to the place where the need for electricity is
maximum at the moment. The Internet of things (IoT) is considered to be the third digital revolution after
the computer and the Internet, and it offers significant benefits of an intelligent network. Predicting and
preventing natural disasters of power lines is one of the most difficult problems for power transmission
companies. Advanced loT detection and communication technologies can effectively prevent or reduce
disaster damage to power lines and, consequently, increase the reliability and stability of power trans-
mission [3].

Internet of Energy (IoE) is a network of energy producers and consumers integrated into the common
infrastructure and exchanging its surpluses. The implementation of this methodology also implies the
introduction of the Internet of Things (IoT) concept, which involves the creation of a computer network of
physical objects that have the ability to interact with each other and with the external environment.

The Internet of Things (IoT) provides the ability to build multi-agent, machine-based interaction and
coordinated work, power system control, which is aimed at the formation and regulation of the trans-
mission of electricity and its parameters, as well as the economic optimization of the power system and its
power equipment pools.

At power plants, [oT systems also provide real-time information on the operation of equipment and
timely decisions on its repair. This technology helps to optimize the stopping time of generating equip-
ment and minimize the risk of accidents. Taking into account the existing regulatory framework, the
equipment will be repaired according to the regulations in the foreseeable future. However, the IOT in the
electric power industry makes it possible to understand not the routine, but the real condition of the
equipment, the parameters of its operation after the planned repair (and they should ideally correspond to
the factory ones) [4, 5].
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The Internet of Things (IoT) system in electric power industry.The purpose of the [oT system, the
architecture of which is shown in figure 1, is to provide machine-to-machine interaction between power
equipment control systems, including various power conversion devices, by means of which power
equipment of users is integrated into electrical networks, as well as load control systems [6].

pmmm—————m- Internet of Things --—------- :
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Figure 1 — Functional diagram of the Internet of Things (IoT) in Power Systems

As a result of machine-to-machine interaction between these control systems of various power
equipment occurring in the IoT system, an environment for multi-agent control of distributed power
equipment pools is created [7, 8]. Interaction in the IoT system makes it possible to make the operation of
this equipment consistent and thus, firstly, to form the mode of transmission of electricity, controlling its
generation, accumulation and consumption, and secondly, to carry out various functions of operational
control associated with the secondary and tertiary power balance control and ensuring the specified quality
of electricity from users [9].

Components of the IoT system are [10-12]:

- digital interfaces with control systems of various power equipment - power converting devices
through which generation and storage are integrated into electrical networks, as well as controlled load;

- digital interfaces with measurement tools required to obtain current data on mode parameters;

- various sensors required to obtain information that is not data on the parameters of the power
transmission mode, but necessary for the economic and technical management of power equipment pools;

- various actuators required to support the management of power equipment pools, but are not control
systems of this equipment;

- proprietary system applications that ensure the efficiency and reliability of the system, including
embedded and implemented in the logic of [oT energy management systems (EMS);

- information interfaces with custom applications;

- IoT platform is a digital environment for interaction of applications, equipment control systems,
sensors and actuators with each other.

The IoT system enables user applications to build a multi-agent, based on machine-to-machine
interaction and coordinated work, power system control, which is aimed at the formation and regulation of
the power transmission mode and its parameters, as well as the economic optimization of the power
system and its energy equipment pools. The IoT system allows to build economic self-organization,
mutual adjustment and economic optimization of such pools.

The key areas in all elements of the power industry that will be affected by the introduction of IoT are:

technologies, including their reliability will be increased;

efficiency, including costs will be reduced;

the emergence of new markets, the creation of new properties and businesses.
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Figure 2 — Applications of IoT in electric power industry

Architecture of energy internet and its components. Internet energy is such a decentralized power
system in which intelligent distributed control is implemented, carried out at the expense of energy
transactions between its users. The architecture of energy Internet should provide, on the one hand, the
ability to implement energy transactions, on the other - the ability to control energy cells through machine-
to-machine interaction and, finally, to provide the possibility of such distributed mode control in real time,
which allows to maintain the power balance in the power system and its static and dynamic stability [13, 14].

Energy Internet is a system of systems (SoS), the architecture of which is based on a special combi-
nation of three systems, the boundaries and interactions of which are shown in figure 3 [6]:

- Systems of formation, control of execution and payment of smart contracts of Transactive energy
(TE);

- System of machine-to-machine interaction and exchange of control actions between energy cells
and energy equipment of the Internet of Things (IoT);

- System of regime control, maintaining the power balance and ensuring the static and dynamic
stability of the Neural Grid power system (NG).

{o)dizital interface
@) power interface
hueman-machine interface

information

_________ OB e

R06

Figure 3 — The architecture of the Internet energy as systems of systems

Each of these systems can be deployed independently and perform its function independently of other
systems, but only a set of interconnected and interacting by special protocols TE, IoT and NG systems
forms the Internet of energy.

The interconnection and interaction between the systems is ensured during the implementation of
energy transactions between users and the corresponding energy cells. The smart contract of energy
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transaction is formed in the TE system, the information on obligations under the smart contract is trans-
mitted to the IoT system, and this smart contract is implemented in the form of coordination of the work of
energy cells (setting power flow parameters) due to their machine-to-machine interaction. At the same
time, the NG system receives the parameters of the regime formed due to the implementation of a set of
energy transactions, i.e. due to the operation of energy cells, and ensures its stability, maintaining the ba-
lance of power both at the level of energy cells and at the level of power flows between them. Control the
execution of the smart contract and payment are carried out in the TE system. In case the NG system
cannot ensure the maintenance of the power balance within any boundaries, where it is necessary, on its
own (only with the help of the NG system components), it requests the power reserve through the TE
system, i.e. initiates the energy transaction necessary to ensure the reserve of the regulating power [1].

Energy Internet users interact with the TE system, participating, if necessary, in defining the parame-
ters of smart contracts and in transactions with financial assets through appropriate human-machine
interfaces.

The main thing for Internet energy users is interaction with user applications (Application, App),
which provide the formation and conduct of energy transactions (relevant smart contracts in the TE system
and control actions on energy cells and energy equipment through the IoT system). Therefore, user appli-
cations (App) on information channels interact with these two systems.

Interaction of users and energy cells with external to the Internet energy information and control
systems of traditional, centralized power system or local control systems, standing in power supply systems,
such as SCADA, DMS, EMS, OMS, is also carried out through user applications (App) of energy in digital.

Reduction of energy consumption by the end user at certain economic signals of the electricity
market with the receipt of revenue for the implementation of such a reduction in consumption.

Lifecycle management of power equipment condition. Grid companies use the Internet of Things
technology through RFID, GPS and other sensors to monitor and collect all aspects of power equipment
information (including the environment, conditions, accounting, testing, defects, a reasonable choice of
statistical methods), analyze the current state of equipment, the law on the future development and the
main influencing factors to form a method for assessing the risk of equipment based on the Internet of
Things technology, this system can dynamically update added, distributed, serving, inactive, unnecessary,
and other historical data. In this system, equipment status information and asset management information
are effectively integrated, supervision management is unified [15]. Lifecycle management of power
equipment condition.The IOT-based energy equipment lifecycle management system is shown in figure 4.

Internet

/ . S

Integrated data p{ll[n(n

Resposible
Mevsage person
W lr-.-d Wirdes =
communication communication ﬂLr..Pglr_-‘i] ..r "
mode muod ¢ e ,u,.“/
% - ’ Recelvk, borrew
i and feturn

\
\

Assel management
svalem

Figure 4 — Power equipment lifecycle management system based on the Internet of things [16]

Substation Power distribation
equipment oquipment

-nllnri-i svalem monitoring system

Transmission
equipment
monitoring svstem

To check the effectiveness of the system, a simulation test will be conducted on the performance of
power equipment [17]. The system can real-time detect the operating status of power equipment in order
to increase management efficiency and realize intelligent and digital control of the energy industry fi-
gure 5.
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Figure 5 — The structure of energy data integration based on the Internet of Things in industrial control solutions

The Internet of things has been an integral part of the transformation towards smart grids. Examples
of IoT technologies that are currently used in intelligent electric power systems include Advanced Mete-
ring Infrastructure and Supervisory control and data acquisition (SCADA)[18]. There are several advan-
tages to deploying IoT into intelligent electrical systems:

* Increased reliability, fault tolerance, adaptability and energy efficiency;

* Reduced number of communication protocols;

* Networking and extended work with information scope;

* Improved control over household appliances;

* Enable on-demand access and end-to-end provision of services;

* Improved sensory capabilities;

* Improved scalability and compatibility;

* Disaster Damage Reduction;

* Decreased physical attacks (for example breaking into substation).

Conclusion. As an inseparable technology to support an intelligent system, the Internet of Things
technology has become a center of research in the field of energy.

To achieve a high degree of integration of the intelligent system and the Internet of things, this article
proposes a system of energy equipment management throughout the lifecycle, based on the Internet of
things. Based on the study of the functional characteristics of the Internet of things and the state of its
application in the power system, the basis for managing the entire life cycle of power equipment is crea-
ted. This system provides a research base for improving the application of Internet of things technology in
power systems and achieving a high degree of integration of intelligent networks and network techno-
logies. The intelligent system further optimizes network management at all levels, provides panoramic
information about the power system through a combination of centralization and decentralization, and
integrates various types of production and processing information to provide comprehensive and complete
reference information for decision-making for operation and management.
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SJIEKTPOIHEPTETUKAJIBIK )KYHUEJIEPIE
HUHTEPHET 3ATTAP (IoT) TEXHOJIOT'USICBIH 3EPTTEY

Annotanusi. COHFBI KbUIIAPbl DHEPIHAHBI TYTHIHY CYPaHBICHI JKOFapJIaFaHIbIKTBIH, JKaJIlbl SJIEMJIK dHepre-
THKa YIIIH WHTEUICKTYAJIbIK HEPreTHKAIbIK KYHEeHl TaHay Oonamak Mmaceneci 6omapl. Kasipri Tanna MHaTepHET
sartapabiH (IoT) mamysr amyaH Typii aiMakTapAa ajIbIFbl KaTapibl MISIIIMICPAlI KOJJaHyFa MYMKIHIIK Oepeni.
OnekTpo3HepreTukanslk skyie yminae loT xompmany kapkeiHmaasl. Makanana loT HerisiHgeri anekrposHepre-
TUKAIBIK KYHeNepaiH Kasipri Karmaibl KepceTinreH. MHTepHeT 3aTTap apXUTEKTypackl MEH OHBIH Kypamzaac-
OeiKTepi, AIEKTPOIHEPTETHKATIBIK KYHelepaeri MoHI 3epTTenreH. IHTepHeT 3aTTapAblH - IEKTPOIHEPTeTHKAIAF b
KOJIIaHy KYPBUIBIMBI MEH 9JlicTeMeCi KapacThIPbUIFaH.

Tyiiin ce3nep: Nurtepuer Dueprus (IoE), Untepuer 3artap(loT), DnekTposHepreTukablK Kyienep, DHepro-
XKyHeHi 6ackapy.
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UCCJIEJOBAHUE TEXHOJIOI'MM UHTEPHETA BEIIEM (IoT)
B JIEKTPOOHEPIT'ETUYECKHUX CUCTEMAX

AHHOTanusl. B nociennne roapl, B yCIOBUAX NMPOOIKAIOLIETOCS POCTa CIPOCa HA 3HEPTUIO, HHTEIUIEKTYallb-
HBIE SHEPTOCUCTEMBI CTaJIM OOLIMM BBIOOPOM Ul MUPOBOM SHEPTETHKHU I pelIeHHs 3ahad Oyaymiero. B HacTos-
niee BpeMs OypHoe pa3zutue VuTepHera Bemeit (IoT) mpUBOIUT K MCIOJIB30BaHUIO HOBBIX IEPENOBBIX PELICHUN B
paznuuHbIX obnacTsax. OMHUM M3 1eleBbIX pHIHKOB st [0T SBISIIOTCS 2JI€KTpOodHEepreTHYeckne cucteMsl. B crarbe
MPE/ICTABIEHO COBPEMEHHOE COCTOSIHUE JIIEKTPOIHEpreTudeckux cucreM Ha ocHose IoT. MccnenoBana apxurekrypa
WnuTepHeTa Beliel U ee KOMIIOHEHTHI, a TAKXKE €€ 3HAUUMOCTh B 3JIEKTPOIHEPreTHUecKux cucremMax. [lokazaHa mero-
JIOJIOTHS U CTPYKTypa puMeHeHus MHTepHeTa Beleil B AIeKTPOIHEPIeTHKE.

Kirouesbie cioBa: Mnrtepuer DOHeprum (IoE), HUnrepuer Bemeit (IoT), snmekTposHepreTHueckue CHUCTEMBI,
YIPaBJIECHUE SHEPrOCUCTEMAMH.
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