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Abstract

Cybercrimes, unlike other crimes, are crimes that take place in the cyber
space. States strive to ensure a safe cyberspace for the users and
Afghanistan is no exception. The newly adopted Penal Code is the most
comprehensive legislation regulating crimes in Afghanistan and for the
first time in history of this country, it covers cybersecurity and
cybercrimes. It is vital because the rise of internet as a component of
technological advancement has created new opportunities as well as
challenges that undermine the safety and security of the cyberspace. This
paper analyzes eight acts that are criminalized by the Penal Code of
Afghanistan and the elements of these crimes in sufficient detail. It finds
out that the legislature has, in many cases, tried to define each crime and
lay down its elements. In cases where definition is not included in the
Code, focus is shifted to the major elements of crimes. In addition, it is
observed that although the Code has laid emphasis on the legal and
material elements in certain crimes, such as cyber terrorism and cyber
espionage, the mens rea can only be inferred from the context of each
crime.

Keywords: Cybercrimes, Penal Code, Data, Elements, Punishment

Mr. Ahmad Fardeen Bakhtyari is Lecturer at the Faculty of Law, Kardan University.

25



Jlae
235N ol 5581y

Olilid) (gl 355 55 53 6yl ol >

SolBu (35 Jel

oS>

oS ot Sty sy sh Sling oo £ s eples dames 53 45 Gl il I Lt (5l o)
sl sl il 5 s con b 5l8 iy (sl 4dlio SIS Olsie 4 <yl 0580 a5
Codls bl s bl 03)5] 3025 40 oo laim] 5 (6358 islize (gla g 13 9SS pole (50l
g Coran s 6 SC)) o S s i3 o)ﬁj&jj/cﬁ‘ﬂbﬂ!}e-j Las (g lar] jalax
22 Il 5 pelr (L5 il ol 5,5 4 50T 5 e ¢Sy OSCho tolw 2y D90 il
o ol o ilas B pdes ol O )lS 5 Lis Coituns U 3,8 <y cliblons lov (sl
03 po Oy ol ik ()] 2 Oleadlis (i 355 35 45y ol G el ) S 4 oty o7
Sl o Olo i ol (sl 4Bl das )5 s M“bﬁ’))ﬂﬁb?))&jﬂ”ﬂu
b O oins K25 yolie 5 Cini |y el G115 o b o3 ped AU ol Olenilis] IS 16
olas o3 sad DU Ly ol it o g pni 40 ST 45 (53] g0 o o enkits DL 45Tt
o 03lo_a S olimei I colid w2 (63lo 5 S penlie 60y ST S T b oyls Oy |y O

Sl ol 3 0007 0 Mo 635 il i |y (sime e oSl Ol

iz Sl ge oz odias LS jolie ccleMb] iz 355 o6l ml iz 598 081y

d\é)lsdwx‘éjbéukﬁ)uw‘ ‘6)\.:}'5;3&}}4&?‘

26



OS] ()i ;;ﬁ;ﬁ,;‘;ﬁuﬁkdg}gﬂuwmj

PURY-P

‘):",:»\_ng;méj\o:L&.:..e\ch)&b\djju@ﬂ&Qwsjrbcéjjj&?w;ﬁ
csiin ol o 31 sl 0390 S0 (1 e 5 e gladaly (515 (63laes (gL
ol S5 (gadate iyl (6l (v-:‘ﬁ' Syge 53 ASL e s mle (..3\,?- ol o
ol 42315 Ol (6l ol 1 5 53 OLTT s ol d 30 a5 48 el
Slsp s S8 U 53 a5 el SLaS 5 JIe (Flosl aen ok ;S 53 (5 mla 20
O (g1 los 5 ol 4B 8 15 2 2l a5 OlSS) 1 alss cledlbl s 5 ST
VAAL Ul o Lyl gl s cOloean Tl al OISSH1 o S conl 0B -0l 01
St Jab ) S 03 gad iy 25 i ) (Sl ol Olanatens 51 (G S 18 s
Sl IRl oS i p K cle 4 dilpr p e se Llnl ismaS &S 3506 8

TG geS 2 Sas 651836 O
ﬁ\ﬁg,,u,gj“;.w,,;Cwa\jomw\,gu,:m6ﬁu¢ﬁ&;j\;\dgg@uaﬁp
(e Sl prr sl il 03 S Jaa Y VY Jls Tl Olsilidl s (6 sl
Jelsl 53 5528 e el s ulins 4 H(KSR) Slms b o jis b S a5
Sl (oo ool 05 S 4 pate oS L OLS @) g S TVY Jle e ols
O Jsl asis 315 05Y (p aslal Ko 5 i 8 555 Jg 28 5o 1) Coluns ol L S
YoV Tdbe el YO sl e 80 Ll Ol o ol (5150 gy - isls 13
250 IS a3l Olaylin (5l 2551 4 pgmspo 1) 255 S (5 mls Slos S s 4
ol oy sl il i glas S (5l n 5 B S 15 Sls b s o

Oy 0L 5 (S5l o5 8¢ o el iy s (65l gnans Ol o

E VAL (Gt 5 SLED 101,65) ol (gLds 5 (6048 ol fone ¢ Judb (gdge
AT OWYAY (i = oyl 101 ,g) wledb] (g sl (548 G aim g o e
BTN S DLl :0L88) (Sl ol U3 Flokdo ol (555 Ly doms

,fw'uw\wu&wwwwo;;&L_;L;.u,:bw,;wu@fwjdmj\jdwd\);

NOWPRR-PERSRATPIREN TR T

27



(r19) sl

23 A1 G el 5 b S ey iy 0o b ) e Jlis 5 LIS 050508
oo Saal (S 3d 55 s (51 4K DL 5 e o0l H1E el (61 5 Ao
Sus GlS Ole YL Sl 8w s (S ulu das Wn g b Jb 8 |
s apad YoV Y T b 4 Ol adl ) ) celllie allloe Sl

245 ool Oliuiladl )5 (6 mle OOl

@ﬁ‘sts,;j\@p@uyf,&&pwﬂsggmwcmf\W@)w
O35 31 (S Sl a1y 1S ol s 158 o S 5 0 gekon G ios 0l U3 3
S es b 1y slsy cpl 55 Oledlisl JIgls g4 oS ools JUsl S4B e &,
(o LU (53550 b el by ol addS dlu 5> e,
U 5 ST tman g0 ol s Olizman 5,05 (53 Colis i 5 s ¥ culos
.x\omoa)jg;\n;:ugﬁ@,wlé\}:m);jom&»w}péu

s N o il ez Sl o ks (555 ol Julowd 5 58T ol Jlas
Ll i 53 Ll 385 el cnl S8 e clad oo Olaaslidl gl 555 )3
&l OIS (B ledbl e el 2 el ol 03, 05 0 YU ela OF s 6,8 L 3
A3 ol 5 oo gt o 5> SAIB] Sl cdalos g el 5 5 ol
ol eJolss Gl b Bl ol 658 0l QSN 03 58 oS 5 (gl 455 0
o...é_a.“_g}lS\}4.344:5\.5];45\kajs)aaﬁjﬁL;ﬁLﬂﬁ\ﬁw@J:ﬁj&lﬁgd&a
el 03 g5 6kt (6 pls ol |

5558 AN aaly s 4 Soma b s Y

opl i 53 sy Claom Ghoee (6l i D) (S Olgins Slme 8 (o tws o
ﬁ\ﬁj\u&&)@;?ﬁw&j\ Oy 3358 oo Olys °‘5ﬁuﬁ\ﬁyu¢ﬁ
ot Slor ol e Sl aedie K03 Db 51 s el (6l s 5 Jits

(s Loaslp (oMbl 4 Sl 8 s 4 a5 oaed o@)}a el Olge Ll

N0« wledb] 5505 5,45 Gpim s S °

28



OS] ()i ;;ﬁ;ﬁ,;‘;ﬁuﬁkdg}gﬂuwmj

e ehled My s S50 b 655 6K pakd Gedd b (g5 peS

33,5 o Gloeta Slams b s

e Sl e VoY

s 43 Slrmn b D500 45 eaded )5 a0y 0Ll sl 555 ACY (o0l
£ 55omn " yadd e 43 (S Juo o s s 05 500 3 ke (5 5 gpeS SN a0l
e PGl 4 oS sl ol colio ool il g 08 005 e il 4
4 S b b o )58 (65 5peS SLEMBI L ol (a4 Slaes 8 g
P P B A Sl 4 eedd e e Dle (S 3y oA L jasd
25l Sl e o S 56 juais Olsie w015 (oo b ol 2228

3o b e ¥-Y

L ol G o 215 355 53 Slaes b (ot 02 3L i GRS 3 Joo
aoly (oMbl Bles o cnl 50 O oo b ol 6,80 &5 sl oo - o 4zt
S el 038 = an ) b s Ol gl 355 el A3l (o0 (67 e Ga e b
(ool (Secured) 05 55 b gams b i Lol cdibod g 586 18w jmwd 455 -l b
S b gl O 5ol 38 J gty (Mol ey sl &S 348 (5 5 gzaS o s L 4l

sl 03 5025 Blow | el 03 5 s bn 588 (15158 5 M (mals )

1

(\VT')JM)aJifc\YqW‘Jp-J)S

\

S5 B ols aw 1) it e tsl 003 8 o 8 gy 4 e OB Sl 355 VFY a3l el
pls3 e (L 02535 B Il 4ty 51 ) Josb e (s 2y B Il G 51 ) T s e ¢(J s

(Il oo B b ey 51 ) N 2 pl53 e 5 (Dl oy B L 005l 51 2) ¥ e

2l ol (g 28 5o YooY sl ol Lol lhsd ()l andar Cmas Gl il O gl 55
u.:';..au ol DJJ._.); M osle Y/\j J«G)JL&‘{: )‘ S U):.wa‘}s w‘ J..Irb [l CM.*;\}}..:J@.:& Br ﬂL\.«r
1S 315 ol oo O semdl 55 ol s 03le L3310 (o0 (S mles il 4 4S5 ! b\«:,-chﬂﬁdxmlb;s
Each Party shall adopt such legislative and other measures as may be necessary
to establish as criminal offences under its domestic law, when committed
intentionally, the access to the whole or any part of a computer system without

right. A Party may require that the offence be committed by infringing security
measures, with the intent of obtaining computer data or other dishonest intent,
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