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Abstract 

 

This work deals with IT-systems that include human-operator. It is well known that just human-operator incorrect 

actions in many cases resulted in fatal accidents. Due to this, the problem arises to timely detect and isolate the human-

operator behaviour errors. The objective of present paper is the generalization and extension of former results proposed 

by authors within the framework of the above problem solution. To solve the problem, the algebra of partitions is involved. 

The model in the form of nondeterministic finite automation is used to describe human-operator behaviour. The method 

for monitor design based on the nondeterministic finite automata determinization is proposed. The procedure for the 

determinization that guarantees the minimal loss of information is developed. The facilities of the monitor to detect and 

isolate human-operator errors are investigated. Illustration is given for a case of the change management process in IT-

systems. 

 

Keywords: IT-systems; Algebra of partitions; Nondeterministic finite automata; Determinization. 

 

 

1. Introduction  

 

Strict demands imposed on the modern systems of critical purposes require timely detection of such system behaviour 

deviation from the prescribed order that may cause the no desirable accidents. This work deals with IT-systems that 

include human-operator. It is well known that just human-operator incorrect actions in many cases resulted in fatal 

accidents. That is why this work focuses solely on the diagnosis of human-operator behaviour errors. Related problems 

were considered in several papers dealing with human-operator monitoring in human-machine systems (HMS). For 

example, [1] deals with the task to timely detect and prevent consequences of unexpected situations whose solution is 

based on direct measurements of human emotional and psychological states. But existing sensors technological limitations 

may hinder the performance of such approaches at practice. Due to this, when human-operator errors are not immediately 

related to human life, health or significant financial loss, so-called behavioural approach looks reasonable. So, when 

direct measurements are impossible or difficult, an intuitive solution is to observe variables that are directly linked to the 

unobservable information we need to assess. In order to do so, qualitative or quantitative models of human-machine 

systems are required to estimate the human state, the performance or the behaviour [2]. 

Within the behavioural approach the solution to the problems of unexpected situation detection and abnormal 

operation diagnosis in HMS was given for the train-driving context in [3-5]. The feature of this solution is the use of the 
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human-operator behaviour model (HBM) in the form of nondeterministic finite automaton (NFA). Then, solution is 

reduced to this model determinization involving mathematical techniques of the pair algebra of partitions [6].  

The objective of present paper is the generalization and extension of the results proposed in [4, 5] to IT-systems. At 

the beginning, the modelling approach proposed in above papers is generalized for a case of IT-systems. It is the first 

contribution of the paper. The second contribution is the condition to check the facilities of the new monitor to detect and 

isolate human-operator errors. 

The rest of the paper is organised as follows. Firstly, in Section 2, designing procedure for HBM in the form of NFA 

with application to IT-systems is considered. Then, in Section 3, an approach to monitor design in the form of a bank of 

deterministic finite automata (FA) is developed. Section 4 is devoted to human-operator errors detection and isolation 

facilities analysis. All the theoretical results from Sections 2-4 are illustrated by examples related to a case of the change 

management process in IT-systems. Section 5 concludes the paper. 

 

2. The HBM design for IT-systems 

 

2.1. Nondeterministic modelling approach 

 

An approach to design the HBM in the form of NFA [4, 5] involves the procedure including the following steps: 

1) design the HBM in the form of deterministic FA which describes the ”desired” behaviour according to existing 

operator’s guidelines; 

2) extend this model up to nondeterministic one, taking into account the actions of operator under possible troubles 

that involves the link: action – observation –reaction; 

3) augment the obtained model taking into account the possible human-operator errors resulting in deviations from 

the prescribed operator actions. 

 

Notice that application of the two first steps of this procedure results in HBM in the form of NFA: 

 
  ,, QIM  (1) 

 

where I  and Q  are the finite sets of the NFA inputs and states respectively,   is the function of transitions. In contrast 

to the conventional deterministic FA, the model (1) is nondeterministic, since for some state Qq  and some input Ii  

several transitions may exist and what transition should take place in real situation becomes clear only when this 

transition has occurred. This fact can be explained as follows: in general case one can admit existence of different results 

of observations and human-operator reactions which does not conflict with operator’s guidelines in the main. 

The function of transitions for NFA is written as follows 

 

}|{ )( , QQqqq, i iq    (2) 

 

where 
iqQ ,
 is the NFA subset of states that are admissible after transition from the state Qq  initiated by the input Ii

. It is assumed that the function of transitions is specified by appropriate table or directional graph.  

Human-operator errors je , ,1 Nj   where N is a number of errors, may result in additional transitions which are 

not initially assumed in (2). The model with the error je  is written in the form 

 
 jj QIM  ,,  (3) 

 

with the function of transitions 
j  which contains additional (with respect to the function  ) transitions corresponding 

to the error je . The model (3) is also nondeterministic. 

 

2.2. Application to IT-systems 

 

Consider the change management process in IT-systems. This process is the most important for IT-systems: it is 

responsible for living cycle management for all changes and facilitates of the useful change realization with minimal 

interruption of the IT-services [7]. The individuals of the process are: 

1) the initiator is the member of IT department who realizes the initial processing, assignment and checking the 

process fulfilling; 

2) the executor is an engineer who fulfills the changes in the elements of configuration or coordinates the work of 

the contractor; 

3) the consulting committee which fulfills the scheduled estimating and planning the changes; 

4) the process manager is the member of the IT department who monitors the change management process and forms 
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the proposals for its improving. 

The prescribed order of the process assumes fulfilling the following steps: 

1) the initiator formulates the task and sends it for confirmation to the consulting committee; 

2) the consulting committee makes a decision to confirm this task and to send the task to the process manager or to 

return the task for its modification to the initiator; 

3) the process manager makes appropriate mark and sends the task to the executor; 

4) the executor performs the task and informs the process manager when the task is completed; 

5) the process manager checks the result and completes the task or sends the information about necessary task 

modification to the initiator. 

6) the task is completed. 

Consider HBM design in detail taking into account prescribed order of the process given above. This design follows 

the steps of HBM designing approach described above. 

 

Step 1: Construct the model in the form of the deterministic FA. Denote the FA states ,61 ,  iqi  according to the 

steps of above order. The FA inputs generated by the process manager are introduced as follows: 1i  is generated when 

the task formulation is accomplished, 2i  is generated when the task is confirmed by the consulting committee, 3i  is 

generated when the consulting committee returns the task for its modification to the initiator, 4i  is generated when the 

task is sent to the executor, 5i  is generated when the task is completed by the executor, 6i  is generated when the task is 

completed by the process manager, and 7i  is generated when the information about necessary task modification is sent 

to the initiator. Appropriate model description is given in Table 1. 

 

 i1 i2 i3 i4 i5 i6 i7 

q1 q2 − − − − − − 

q2 − q3 q1 − − − − 

q3 − − − q4 − − − 

q4 − − − − q5 − − 

q5 − − − − − q6 q1 

q6 − − − − − − − 

 

Table 1. The deterministic model 

 

Step 2: Extend the above deterministic model up to nondeterministic. To do this, consider possible situations which 

violate the prescribed order. These situations may occur because of insufficiently accurate order description, approba- 

tion absence of the order for all possible situations or private reasons of the process participants. 

 

Due to this, additional transitions arise that correspond to the following situations: 

1) the initiator does not send the task for confirmation to the consulting committee but sends it to the process manager; 

2) the executer does not send the task to the process manager but completes the process; 

3) the process manager returns the confirmed task for additional confirmation to the consulting  committee; 

4) the process manager returns the confirmed task to the initiator; 

5) the executor returns the confirmed task to the initiator; 

6) the executor returns the confirmed task to the consulting committee. 

 

Additional transitions, corresponding to the situations 3-6, are the reactions of the process participants aimed at making 

the task clearer. So, from the deterministic model (Table 1) one obtains the basic model (Table 2). 

 

 i1 i2 i3 i4 i5 i6 i7 

q1 q2 − − − − − − 

q2 − q3 q1 − − − − 

q3 − − − q1, q2, q4 − − − 

q4 − − − − q1, q3, q5 − − 

q5 − − − − − q6 q1 

q6 − − − − − − − 

 

Table 2. The basic nondeterministic model 
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Step 3: Additional transitions, corresponding to the situations 1 and 2, may be considered as the initiator and the 

executer errors respectively. So, the augment of the basic model by appropriate additional transitions results in the models 

1M and 2M  related to the above errors. Descriptions for the errors containing models are given in tables 3 and 4. 

 

 i1 i2 i3 i4 i5 i6 i7 

q1 q2, q3 − − − − − − 

q2 − q3 q1 − − − − 

q3 − − − q1, q2, q4 − − − 

q4 − − − − q1, q2, q5 − − 

q5 − − − − − q6 q1 

q6 − − − − − − − 

 

Table 3. The model 1M  
 

 i1 i2 i3 i4 i5 i6 i7 

q1 q2 − − − − − − 

q2 − q3 q1 − − − − 

q3 − − − q1, q2, q4 − − − 

q4 − − − − q1, q2, q5, q6 − − 

q5 − − − − − q6 q1 

q6 − − − − − − − 

 

Table 4. The model 2M  

 

3. Monitor design 

 

3.1. Description of the monitor scheme 

 

The monitor scheme applied below is the special case of one proposed in [8, 9]. The last scheme is an original 

extension of the scheme usually used for fault isolation in engineering dynamic systems (a bank of unknown input 

observers) [10]. The structure of the scheme in use is given in Fig. 1. 

 

 

 
 

Fig. 1. The structural representation of the monitor 

 

The deterministic FA D
jM , Nj 1 , from this bank is constructed by determinization of the automation jM  

such that the behavior of this automation is invariant (insensitive) with respect to the human-operator error je  and 

sensitive (as soon as it is possible) to the rest errors. For the model 
D
jM  the following description is used 

 

),,( )()( jjD
j QQIM   (4) 

 

with the transition function 

 

IiQqQqiqq jjjj   ,,),,( )()()()(  (5) 
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and )( jQ  is the model 
D
jM  states set 

Consider the link between the models 
D
jM  and jM . Assume existence of the map )()( : jj QQ   such that 

under absence of human-operator errors ,  , jkek   the following equality holds  

 

).()()( qq jj   (6) 

 

Taking into account (2), (3), (5), and (6), one can write defining relation for the transition function of the model 
D
jM : 

 

).()()(
j

jj   (7) 

 

Decision making block DMBj checks equality (6). By construction, the model 
D
jM  is invariant to human-

operator error ej. As a result, DMBj. forms the residual rj = 0 under presence of this error. Also, if D
jM  is invariant 

with respect to some error ei and this error has occurred, DMBj forms the residual rj = 0 again. To detect the rest 

human-operator errors via the residual rj, DMBj should form rj = 1 for all these errors that assumes additional demand 

imposed on the map 
)( j  (see Proposal given below). The correspondence between human-operator errors and the 

residuals is specified by the human-operator error syndrome matrix (ESM). An example of such matrix for N = 3 is 

given in Table 5. 

 

 e1 e2 e3 

r1 0 0 1 

r2 0 0 1 

r3 1 1 0 

 

Table 5. Example of the ESM 

 

The cell of ESM related to the pair rj and ek contains “1” if the error ek violates equality (6), otherwise it contains 

”0”. The ESM is a tool for decision making via residual vector ),...,,( 21 Nrrrcolr  . Errors are isolated if every two 

columns of this matrix are different. It follows from above example that errors e1 and e2 are indistinguishable. As a 

result, the monitor scheme can be simplified by excluding one of the model (
DM1  or 

DM 2 ) and appropriate decision 

making block. 

To find the maps ,1  ,)( Njj   and to construct the ESM, pair algebra of partitions proposed by Hartmanis 

and Stearns [6] is essentially used. 

 

3.2. Mathematical background 

 

The main elements of algebra in use are partitions of the set Q. Remind that partition of the set Q is the set of 

its subsets (blocks of partition) },...,,{
21 n

BBB   such that 

 

.,,,
1

QBjiBBQB
p

i
ijii



    

 

Let π and σ be partitions of Q. One says that partition π is less or equal to σ and denote   if for every i
B  

there exists k
B  such that ki

BB   , where i
B  and k

B  are appropriate blocks of the partitions π and σ, 

respectively. One can say that if we know the partition π, then we have information about states of the FA with an 

accuracy up to partition π; if  , then one says that the partition π has the same or more information than σ. 

There are two special partitions denoted by 0 and 1: each block of the partition 0 contains the only element of 

the set Q; the partition 1 has single block containing all the elements of Q. For arbitrary partition π of Q the evident 

inequality holds: 10  . 

It is known [6] that a set of all partitions of Q with relation of partial order is a lattice. Therefore, for each pair 

of partitions ),(  of Q one can find two partitions inf (π, σ) and sup(π, σ). It is common practice to denote these 

partitions by   and  . 
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To compute the result of operations × and +, one may use the following simple rules [6]: each block of the 

partition  is intersection of some blocks of the partitions π and σ; each block of the partition  is union of 

all intersected blocks of the partitions π and σ. 

Let π and σ be partitions of Q. Binary relation ∆ is formed from all pairs ),(   of partitions of Q satisfying the 

following condition: 

 

Iiiqiqqq  ),)(,(),()( ''   

 

In this case one says that partitions π and σ form a pair. Given a partition π, several partitions σ may exist such 

that  ),( , in particular,  ) ,( 1  is valid for all π. Define the operator m as follows: m(π) is a partition 

satisfying conditions 

 

.)(),(,))(,(  mm   

 

Thus, the partition m(π) is the smallest one which the partition π forms a pair with. Because  ) ,( 1  for each 

π, the partition )(m exists for every π, at least, 1m )( . The following formula of the operator m computation 

for NFA is the extension of known (for FA) formula [6] and has been proposed in [5]: 

 


j

j)(m  
(8) 

where σj is the minimal partition such that 

 

))(,(),()( ''
jiqiqqq   (9) 

  

for all  
iq

iq QiqQiq
,

'
, '),(,),( .  

 

3.3 The model determinization 

 

Solution of this problem for some model ,1, NjM j   assumes finding the map )( j , followed by the 

transition function )( j  determination from defining relation (7). 

Notice, in all cases the determinization of nondeterministic model results in loss of information about the next system 

state as soon it is unknown what possible transition of the nondeterministic system will realize at practice. To guarantee 

the maximal accuracy of monitoring (human-operator errors detectability and isolability), information loss should be 

reduced to minimal one. 

Let )( j
  be the partition specified by the map 

)( j  according to the rule 

 

)()()( )()(
)( qqqq jj

j 


 (10) 

 

Zero partition of the set Q contains the whole information about nondeterministic model Mj state. Thus, according to 

the definition of operator m, the rule of the next state computation for the model Mj with the maximal accuracy is 

 
)0()( m

 j
 

(11) 

 

where operator m is applied to the model Mj. So, relation (11) gives the rule for the model determinization with minimal 

loss of information. 

 

3.4 Monitor design for IT-system 

 

Consider the model 
DM1  design on the base of the model M1 (Table 3). The first step is computation of the partition 

m(0). From (9) one has (rows of the Table 3 are considered; the states from the same cell of the table are combined 

within the same block of partition): )};();();();,();{( 6543211 qqqqqq   652   

)};(),(),(),(),(),{( 654321 qqqqqq  )}();();();,,{(  )};();();();,,{( 64352146534213 qqqqqqqqqqqq  . After this, 

applying formula (8) that assumes combining the intersected blocks of above partitions, one obtains )( j
 = m(0) = 
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)}();,,,,{( 654321 qqqqqq . The second step involves finding transition function for the model 
DM1

 (Table 3). Solution 

of this task consists in: 

1) put the states of the model 
DM1  into correspondence to appropriate blocks of the partition 

)1(
1,1)1(   : Qq 



 corresponds to the block (q1, q2, q3, q4, q5) and )1(
2,1 Qq  corresponds to the block (q6); 

2) rewrite the matrix of transitions (Table 3) according to the new definitions (see Table 6). 

 

 i1 i2 i3 i4 i5 i6 i7 

q1 q1,1 − − − − − − 

q2 − q1,1 q1,1 − − − − 

q3 − − − q1,1 − − − 

q4 − − − − q1,1 − − 

q5 − − − − − q1,2 q1,1 

q6 − − − − − − − 

 

Table 6. The model 
DM1  

 

The partition )}();,,,,{( 365421)2( qqqqqq


 and the table of transitions for 
DM 2  (Table 7) are given without 

additional illustration 

 

 i1 i2 i3 i4 i5 i6 i7 

q1 q2,1 − − − − − − 

q2 − q2,2 q2,1 − − − − 

q3 − − − q2,1 − − − 

q4 − − − − q2,1 − − 

q5 − − − − − q2,1 q2,1 

q6 − − − − − − − 

 

Table 7. The model DM 2  

 
 

4. Error syndrome matrix construction 

 

Construction of the ESM is based on finding conditions that guarantee violation of (6) in a case of human-operator 

error. Assume that human-operator error ke  instead of transition into state q results in transition into state q′. Put  these 

states into the same block of partition 
ke  whose rest of blocks contain only single state from the list that does not 

contain q and q′. 

Proposal. Human-operator error ek results in violation of condition (6) if 

 

0)( 
 jke

. (12) 

  

Proof. As soon by construction the states q and q′ are contained in the same block of partition 
ke , from (12) it 

follows that these states should be contained in different blocks of partition )( j
 . Then, from (10) one obtains 

 

)()( )()( qq jj  .  

 

Using this result, illustrate ESM construction for above IT-system. Denote human-operator errors in this system as e1 

and e2 (initiator and executor errors respectively, see Subsection 2.2). So, the error e1 results in transition from the state 

q1 to the state q3 under input i1 while under absence of this error transition to the state q2 should take place. Respectively, 

the error e2 results in transition from the state q4 to the state q6 under input i5 while under absence of this error transition 

to the state q5 should take place. As a result, one obtains partitions )}();();();,();{( 6543211
qqqqqqe   and 

)},();();();();{( 6543212
qqqqqqe  . Using partitions )}();,,,,{( 654321)1( qqqqqq


 and 

 )2(
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)}();,,,,{( 364321 qqqqqq  obtained above, it is easily to show that 0)2(1


e  and 0)1(2


e . The first 

equality means that the first error appearance will result in violation of (6) and generation r2 = 1 while the second equality 

means that the second error also will result in violation of (6) and generation r1 = 1. Thus, ESM takes the following form: 

 

 e1 e2 
r1 0 1 
r2 1 0 

 

Table 8. ESM for IT-system 

 

As soon the columns of this matrix are different, the isolation of human-operator errors is possible. 

5. Conclusion 

 

The problem of human-operator errors monitoring has been considered with application to IT-systems. Solution of the 

problem assumes the use of behavioral human-operator model in the form of NFA and involves the determinization of 

this model. Following new results have been obtained: 

1) the method of nondeterministic behavioral human-operator model design for IT-systems; 

2) the method of nondeterministic finite automata determinization that guarantees the minimal loss of information 

and, in contrast to known method [3, 4], allows to decrease the computation  expanses; 

3) the method of human-operator errors analysis. Application of all above methods has been illustrated for the 

change management process monitoring in IT-systems. 

It is assumed to improve the obtaining results by application of the mathematical tools of the algebra of covers instead 

of the algebra of partitions. 
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